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Abstract

The Internet of Things (IoT) is one of the most important technologies in our current
world. It is composed of connected devices with sensors and processing abilities, all
connected to a single platform that orchestrates them. The integration of these 10T
devices into many real-life applications (eg., transportation, health-care, industries, ...)
implied signi cant performance and e ciency improvements. As a consequence, we have
seen a boom in the number of 10T devices deployed and their corresponding platforms.
These 10T devices use real data from their deployment environment and send them to the
platform. The collected data by these devices are often sensitive information. Hence, the
privacy of users’ data is one of the important concerns in 1oT. Moreover, 10T applications
rely on automating frequent tasks to achieve better e ciency. Unfortunately, moving
control of usually human-controlled operations to the 10T risks the safety of 10T users .

This thesis deals with the privacy and safety concerns raised by 1oT. We propose
security protocols that preserve the privacy of the users’ data. In addition to privacy,
we aim to design veri able solutions that guarantee the correctness of the computations
performed by the 10T devices and the platform. We design this solution while focusing
on their performance speci cally for 1oT. More precisely, we propose protocols that are
scalable to cope with the increasing number of 10T devices. We also consider protocols
that are fault-tolerant to cope with the mobility and frequent dropouts of 10T devices.
We focus on two security protocols: Secure Aggregation and Remote Attestation.

Secure aggregation is a protocol where an aggregator computes the sum of the
private inputs of a set of users. In this thesis, we propose the rst veri able secure
aggregation protocol (VSA) that gives formal guarantees of security in the malicious
model. Our solution preserves the privacy of all users’ inputs and the correctness of
the aggregation result. Moreover, we propose a novel fault-tolerant secure aggregation
protocol (FTSA) based on additively-homomorphic encryption. The scheme allows users
in secure aggregation to drop from the protocol and o ers a mechanism to recover the
aggregate without a ecting the privacy of the data. We show that FTSA outperforms
the state-of-the-art solutions in terms of scalability with respect to the number of users.

On the other hand, a remote attestation protocol is a protocol that allows an IoT
device (acting as a prover) to prove its software integrity to the loT platform (acting
as the veri er). We propose a new collaborative remote attestation protocol (FADIA)
in which devices collect attestations from each other and aggregate them. FADIA deals
with the heterogeneity and dynamic nature of 10T by considering fairness in its design.
The evaluation of FADIA shows an increase in the lifetime of a network.
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Abrégé

L’internet des objets (IoT) est I'une des technologies les plus importantes de notre monde
actuel. Il est compose d’appareils connectes dotes de capteurs et de capacites de traitement,
tous relies a une plateforme unique qui les orchestre. L’integration de ces dispositifs 10T
dans de nombreuses applications de la vie reelle (par exemple, le transport, les soins de
sante, les industries, ...) a implique des ameliorations signi catives de la performance et
de I’e cacite. En consequence, nous avons assiste a un boom du nombre de dispositifs loT
deployes et de leurs plateformes correspondantes. Ces dispositifs 10T utilisent les donnees
reelles de leur environnement de deploiement et les envoient a la plateforme. Les donnees
collectees par ces dispositifs sont souvent des informations sensibles. Par consequent, la
con dentialite des donnees des utilisateurs est I’une des principales preoccupations de
I’'loT. En outre, les applications 10T reposent sur I'automatisation de té&ches frequentes
pour une meilleure e cacite. Malheureusement, le transfert du contréle d’operations
habituellement controlees par I’homme vers I'loT risque de compromettre la securite des
utilisateurs de I'loT.

Cette these traite des problemes de con dentialite et de securite souleves par I'loT.
Nous proposons des protocoles de securite qui preservent la con dentialite des donnees des
utilisateurs. En plus de la con dentialite, nous voulons concevoir des solutions veri ables
qui garantissent I'exactitude des calculs e ectues par les dispositifs 10T et la plateforme.
Nous concevons ces solutions en nous concentrant sur leurs performances speci quement
pour I'loT. Plus precisement, nous proposons des protocoles qui sont evolutifs pour faire
face au nombre croissant de dispositifs 10T. Nous considerons egalement des protocoles
tolerants aux pannes pour faire face a la mobilite et aux abandons frequents des dispositifs
10T. Nous nous concentrons sur deux protocoles de securite : I’agregation securisee et
I’attestation a distance.

L’agregation securisee est un protocole ou un agregateur calcule la somme des entrees
privees d’un ensemble d’utilisateurs. Dans cette these, nous proposons le premier protocole
d’agregation securisee veri able (VSA) qui donne des garanties formelles de securite
dans le modele malveillant. Notre solution preserve la con dentialite des entrees de tous
les utilisateurs et I'exactitude du resultat de I'agregation. En outre, nous proposons
un nouveau protocole d’agregation securisee tolerant aux pannes (FTSA) base sur le
cryptage additif-nomomorphe. Le schema permet aux utilisateurs de I’agregation securisee
de se retirer du protocole et 0 re un mecanisme pour recuperer I'agregat sans a ecter la
con dentialite des donnees. Nous montrons que le FTSA surpasse les solutions de I'etat
de I'art en termes d’evolutivite par rapport au nombre d’utilisateurs.



Abrege

D’autre part, un protocole d’attestation a distance est un protocole qui permet a
un dispositif 10T (agissant en tant que prouveur) de prouver son integrite logicielle a la
plateforme 10T (agissant en tant que veri cateur). Nous proposons un nouveau protocole
collaboratif d’attestation a distance (FADIA) dans lequel les dispositifs collectent des
attestations les uns des autres et les agregent. FADIA traite de I’heterogeneite et de la
nature dynamique de I'loT en tenant compte de I’equite dans sa conception. L’evaluation
de FADIA montre une augmentation de la duree de vie d’un reseau.
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Chapter 1

Introduction

1.1 loT and its Applications

With the recent advances in embedded systems and communication technologies, the
Internet of Things (loT) paradigm emerge and evolves rapidly. Indeed, researchers
expect that the number of 10T devices installed will raise to 41.6 billion devices that
will generate 79.4 ZB of data in the year 2025 [Dig19]. IoT is composed of connected
objects with sensors and processing abilities. The connected objects exchange data with
each other and with external systems. 10T spans di erent life sectors such as medical
care, end-consumers, industrial, and even military applications. The main benet of
IoT originates from its ability to automate daily tasks leading to improved e ciency,
productivity, and accuracy of existing systems.

Many applications use 0T technologies to improve the quality of their services and
to reduce their operational cost. We discuss the main applications where 10T made a
signi cant contribution to their advancement.

Home Automation It may involve temperature and humidity sensors, live monitoring
devices, electric appliances control, etc. Smart homes [Pro22] provide a platform for end
consumers to collect data from their houses and automate actions. The main bene t
of smart homes is o ering more life convenience for end-consumers and cost-saving by
optimizing energy consumption.

Healthcare The medical sector also bene ts from IoT technologies to improve healthcare
systems [PSJH 20]. It allows the collection of more rich medical data from patients
which are used to improve the research work and studies on existing diseases [IHPS11].
Additionally, 0T can improve the live monitoring of patients leading to improved
treatment of emergency cases.

Transportation Automated cars are the future of the world. This promising technology
strongly depends on 10T sensors and devices that are installed inside vehicles and on the
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roads [MTMH18]. These devices communicate with each other to provide autonomous
driving features for passengers.

Industry 4.0 One of the main reasons behind the boom of 10T technologies is their use
in industries [YSW18]. Industry 4.0 involves the deployment of smart sensors and loT
platforms in the production lines. The exchange of data between the product and the
production line enables a much more e cient connection of the supply chain. Thus, it
leads to a reduction in production costs and an improvement in product quality.

Infrastructures Large-scale applications that cover metropolitan projects have also a
huge interest in 10T technologies. They involve smart cities [Poo18] where smart sensors
enable services like parking search, environmental monitoring, water distribution, and
tra c management. They also involve smart grids [SG17] that enable smart monitoring
of electricity consumption in a large inhabited area.

1.2 1oT Components

The 10T involves two main components: the 10T end-devices (the sensors, actuators, etc.)
and the loT platform to which these end-devices are connected. We describe the role
and the properties of each of these components.

1.2.1 |oT End-Devices

These are the devices installed at the peripheries of the 10T network. They collect live
data from the environment and perform simple actions. An example of these devices is
smart sensors, programmable logic units (PLC), cameras, electricity relays, etc. Although
there exist many types of loT end-devices, they all share some common characteristics:

" Deployed in large-scale: It is common in many loT applications that the loT
end-devices are deployed in large numbers and spread across multiple geo-dispersed
locations. For example, smart city applications install end-devices in di erent
locations to track live information about the environment in multiple locations.
This allows authorities to take better decisions that help improve the life quality in
some regions.

Low in Resource: Due to the need for large number of devices in some applications,
the manufacturers have to decrease their costs to make them a ordable. This comes
at the cost of minimizing the resources that these devices possess such as their
processing power, their data transfer speed, and their energy resources.

Heterogeneity: The complexity of 10T applications requires deploying di erent
types of 10T end-devices. These devices can have di erent properties in terms of
their amount of resources and their software stack.
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~ Mobility: In many applications, the end-devices are supposed to move frequently
within some areas. For example, in industrial applications, smart sensors may be
connected to objects to track the production or business process.

1.2.2 loT Platform

In addition to the 10T end-devices, 10T applications deploy an loT platform to provide
their servers. The loT platform is the brain of the IoT which manages all the connected loT
end-devices. It involves the network architecture and the processing servers that collect
data from the end-devices and analyze/process them. The loT platform administrators
control these servers. They de ne how the data is processed and what decisions and
actions to take based on the data analysis. These IoT platforms may be deployed
physically on-premises or might use cloud technologies and thus get installed as software
services on the cloud.

1.3 The Dark Side of loT

Along with the bright side of IoT comes a dark side. Security researchers raise concerns
about the security of 10T devices and their impact on the privacy and safety of users
[TMTQ20]. We identify three types of adversaries for I0T that raise serious security
problems: Adversaries controlling some loT devices, adversaries controlling the 0T
platform, and external adversaries that are on the same network of the 10T devices. In
this section, we present the di erent types of adversaries and their impact on the user's
safety and privacy.

1.3.1 Adversaries Controlling The End-Devices

It is possible to have 10T end-devices performing attacks on the loT application. This
can happen either due to users of these devices acting maliciously or due to the devices
being compromised. In such cases, the adversary aims to compromise the loT application
to in uence its logic or to leak private information about other users. In these attacks,
the adversary controls the inputs of the compromised devices. Hence, it can in uence
the results and decisions. An example of such attacks is the attack on the implantable
cardiac devices from St. Jude Medical (2017) [Larl7]. The attacker compromised these
implementable and threatened the safety of the users. Another example is the famous
StuxNet Malware (2009) [Kus13]. This malware infected PLC devices at Iranian nuclear
plant and caused damage to its components while remaining undetected by reporting
false information about the actual performance. Therefore, to secure the IoT, one should
consider the malicious behavior of 10T end-devices and thus verify their inputs.

1.3.2 Adversaries Controlling The Platform

The loT platform collects users' data for further processing. However, users cannot trust
the platform as this data often contains private information. 10T platform owners might
be interested in increasing their pro t by reselling these data to malicious entities. Indeed,
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in 2009 the Dutch parliament rejected a smart metering program, basing their decision
on privacy concerns [MRT12]. The smart metering program aims to collect live data from
Dutch households about their electricity consumption. However, the Dutch parliament
raised concerns about the misuse of this data by electricity companies. Therefore, to
secure the 10T, one should consider the malicious behavior of the loT platform.

1.3.3 External Adversaries

External attackers are connected to the loT network. Hence, they can see the messages
sent from the devices to the platform. This allows the adversary to tamper with these
messages. Moreover, external attackers may exploit existing vulnerabilities on the 10T
end-devices and thus take control of these end-devices. In addition, some external
attackers may also have physical access to the 10T end-devices which allows them to
perform hardware attacks on the devices. These types of adversaries are mainly interested
in three attacks types:

" Leaking Sensitive Data: In this type of attack, the attacker exploits the lack of
security mechanisms on IoT end-devices to collect private information from the
user of that device. These attacks happen either due to insecure communication
between the I0T end-devices and the IoT platform or due to software and hardware
vulnerabilities that allow the attacker to leak private data.

Privilege Escalation: External adversaries aim to get more privileges by compro-
mising the end-devices. This allows the adversaries to perform more sophisticated
attacks and gain more information as shown in Section 1.3.1.

Creating Botnets: The adversaries can compromise a large number of 10T devices to
create botnets. A botnet is a group of Internet-connected devices used to perform
Distributed Denial-of-Service (DDoS) attacks, steal data, send spam, and allow
the attacker to access the device and its connection. The owner can control the
botnet using command and control (C&C) softwares [Sab16]. One of the most
popular botnets that hit the IoT is\Mirai Botnet (2016)"[AAB * 17]. It is composed
primarily of embedded and loT devices, and it took the Internet by storm in late
2016 when it overwhelmed several high-pro le targets with some of the largest
distributed denial-of-service (DDoS) attacks on record.

1.4 Problem Statement

It is clear how important 10T is to our world. It is even more clear that the trend of
integrating more and more 10T devices will keep increasing. Therefore, one very important
goal for researchers is securing these 10T devices to make sure that this integration is not
a curse but rather a bene t for humanity. In this thesis, we aim for designing security
protocols for 10T devices. We rst start by posing the question: Are existing protocols
designed for standard IT devices (e.g., computers) can solve the security concerns of
IoT? The direct answer to this question is No. Researchers have already identi ed the
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limitation of IT world security solutions and traced back this limitation to the unique
characteristics of 10T devices (see Section 1.2.1). Therefore, in this thesis, we aim to
design customized security protocols that take into consideration all the constraints of
the IoT ecosystem. We speci cally study the security protocols on three main axes:
scalability, fault tolerance, and veri ability.

" Scalability: We aim to design scalable security protocols that involve thousands or
possibly millions of devices. This allows for more practical solutions targeting loT
applications that run with a large number of 10T devices.

Fault Tolerance: We aim to design security protocols that are reliable in case of
failures of some devices. This allows for more practical solutions targeting 0T
applications with mobile devices that may encounter connectivity problems and
occasionally fail to receive and deliver messages.

Veri ability : We aim to design security protocols that do not rely on trusting the
di erent l1oT components (processing platform, end-devices, etc.). By integrating
veri cation mechanisms into our design, we can verify that third-party 10T platforms
are correctly processing the collected data. Additionally, veri able security protocols
can also ensure that compromised devices cannot a ect the results of our protocol
without being detected.

1.4.1 Security Protocols for IoT

In this thesis, we focus on two very important security protocols that can be game-
changers for improving IoT security. Namely, secure aggregation protocols and remote
attestation protocols.

1.4.1.1 Secure Aggregation Protocols

Secure aggregation consists of computing the sum of data collected from multiple sources
without disclosing these individual inputs. Hence, the goal of a secure aggregation protocol
is to preserve the privacy of the data sources. Researchers identi ed that such protocols
are useful to improve privacy guarantees in IoT applications. More precisely, secure
aggregation can be used at the network layer to secure the data exchange from the end-
devices to the platform. Smart grid applications are a good example. Moreover, secure
aggregation can also be used at the processing layer to allow multiple I0T platforms to
aggregate securely their collected data. For example, secure aggregation can be applied to
IoT platforms that are using federated learning. Therefore, we classify secure aggregation
into the following two categories.

"~ Intra-Platform Secure Aggregation: Smart grids are 0T end-devices that monitor
energy consumption in households and industries. These devices collect live mea-
surements of energy consumption and send them to service providers. The service
providers compute statistics on the collected data thus enabling them to optimize
their energy supply and improve their business model. Collecting these data from
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households poses a privacy problem. It allows the service providers to perform
real-time surveillance and pro le the tenants by determining their behavior patterns.
Service providers may also determine the used electric appliances in households
and track the behavior of renters/leasers.

Secure aggregation can be used to protect the energy consumption measurements
of each household and allows the service provider to only compute their sum. By
only disclosing the statistical average value of a large inhabited area, the privacy of
inhabitants is preserved.

Inter-Platform Secure Aggregation: One of the most important technologies used at
the I0T processing layer is machine learning. The processing units of IoT platforms
use machine learning to train models from the data collected from 0T devices.
These models are used to improve the quality of the I0oT application. Recently,
federated learning emerged as a new collaborative machine learning technology to
train machine learning models. This new technology consists of several federated
clients holding private data and contributing to the training of a machine learning
model collaboratively: Each client rst trains a local machine learning model using
its dataset and further shares training updates with a server. The server computes
the average of the training updates and sends the average back to the clients. The
clients update their local model and repeat the process so that they nally converge
to one shared, global model. Thanks to this new technology, several IoT platforms
(acting as FL clients) can train more accurate machine learning models using larger
and more diverse datasets (collected from di erent 10T infrastructures).

Unfortunately, federated learning may compromise the privacy of IoT users. Adver-

saries, who have access only to the training updates (sent by each FL client) can
perform inference attacks to reveal some data samples from the private training

dataset. Therefore, it is very important to secure the federated learning protocol.

Secure aggregation can be used to protect the training updates and allows the
federated learning server to only compute the average of the updates. By protecting
the individual training updates from each loT platform, secure aggregation helps

improve the privacy of 0T users.

In this thesis, we are interested in designing secure aggregation protocols that can
scale to a large number of users, do not require the availability of all users, and where
their results are publicly veri able.

1.4.1.2 Remote Attestation Protocols

Remote Attestation (RA) schemes are protocols that enable a device to prove the integrity
of its software to another remote device. It involves two roles: theprover (the device
that proves its software integrity) and the veri er (the device that veri es the integrity
of the prover's software). In RA, the veri er relies on a root of trust existing on the
prover device to perform integrity checks on the prover's running software. It then
creates a cryptographic proof and sends it to the veri er. The veri er upon validating
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this proof authenticates the prover and thus trusts its software. RA is very useful for
IoT applications since it can be used to detect compromised I0T end-devices. Basic RA
solutions require installing a veri er in the 10T platform which veri es the state of all loT
end-devices. Such a solution is not practical since it does not scale well with the number
of 1oT devices. To solve this problem, collaborative RA protocols are used where the
0T devices attest to each other and create a single proof for their software integrity. In
this thesis, we raise questions about the scalability of existing collaborative RA protocols
in dynamic and heterogeneous networks. Thus, we aim to design e cient RA protocols
that scale with a large number of 10T end-devices and can support their dynamic nature
and heterogeneity of 1oT devices in the network.

1.4.2 Contributions

The thesis describes novel secure aggregation and remote attestation protocols that
are suitable for the IoT. The thesis is organized intro three parts. In what follows, we
summarize the contributions in each part:

Part |: Secure Aggregation

In Chapter 3, we perform an in-depth literature study of secure aggregation protocols that
are based on cryptographic techniques and consequently propose a new de nition of this
concept. We present existing techniques for secure aggregation as instantiations of our
new de nition and we compare them. The chapter gives a clear view of the advantages
and disadvantages of each of the secure aggregation types.

In Chapter 4, we present the rst formal de nition of security for secure aggregation
protocols in the malicious model. Our new security de nitions captures malicious
aggregators and users. Then, we design a novel veri able secure aggregation (VSA)
protocol and prove that it achieve our security de nitions.

Part I1: Secure Aggregation for Federated Learning

In Chapter 5, we conduct a large-scale study on secure aggregation solutions speci cally
designed for federated learning applications. We identify the main security, privacy,
and performance challenges raised by using secure aggregation for federated learning
and we categories the existing solutions based on the challenges they tackle. The study
nishes with key takeaways that can help developers design, develop or improve secure
aggregation schemes for federated learning.

In Chapter 6, we design a novel secure and fault-tolerant aggregation protocol for federated
learning. For this purpose, we propose a new threshold encryption scheme (based on the
Joye-Libert encryption scheme [JL13]) and we use it to achieve a highly scalable secure
aggregation protocol that supports users dropping frequently from the network. We are
able to reach the theoretical limit in terms of scalability with respect to the number of
users.
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Part I1l: Remote Attestation

In this Chapter 7 we design a novel collaborative remote attestation protocol that relies
on device-to-device connection to perform attestation of a large network. Our solution
has better scalability than the existing collaborative remote attestation protocol. It
focuses on the heterogeneity aspect of 10T networks and integrates fairness by design.
We show by experiments that by developing a fair-by-design protocol, we can achieve
better scalability for a RA protocol.
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Preliminaries and Cryptographic
Building Blocks

In this thesis, we propose new protocols that improve 10T in terms of security. To build
these protocols we rely on a set of security assumptions and some existing cryptographic
primitives. For this purpose, we introduce, in this chapter, the relevant assumptions and
tools used throughout the thesis. Additionally, we present the basic security protocols and
cryptographic schemes that are considered interesting building blocks for our solutions.

2.1 Notations

We use some common notations throughout the thesis. We present these notations in

Table 2.1.
N The set of natural numbers f1;::;infg.
Zn The set of integer modulus n f0;:;;n 1g.
[n] The set f1;::;ng.
[n] The set f1;:;;n 1g.
| An interval of integers.
F An algebraic eld.
G An algebraic group.
Z, The multiplicative group modulus  n.
xhii The i-th bit of x = xMijjz:jix"i,
jUj The cardinality of the set U.
r sD r is sampled uniformly at random from distribution D.
D1 CD 2 The two distributions are not distinguishable by a computationally bounded adversary.
D1 sD 2 The two distributions are not distinguishable by a computationally unbounded adversary.

Table 2.1: Common Notations

2.2 Hard Problems and Assumptions

In cryptography, it is common to rely on the hardness of some mathematical problems to
build secure systems. In this thesis, we rely on a set of hard problems which we present
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in this section.

2.2.1 Decisional and Computational Di e-Hellman Assumptions

Given a nite, cyclic group G of order p and generatorg, we present the following four
assumptions (ordered from strongest to weakest):

De nition 2.2.1: Inv-DDH Assumption

Given the two distributions: D1 : f(g; ¢ g%)g and D> : f(g;¢f;g® ')g such that
a;c $Zpanda !isthe inverse ofain Z,, the assumption states that D, D .
De nition 2.2.2: DDH Assumption

Given the two distributions: D1 : f(g; g ¢% o) g and D> : f(g; &*; ¢°; g?°)g such that
a;b;c sZp, the assumption states thatD; D 2.

De nition 2.2.3: GDH Assumption

The assumption states that giveng?;g° 2 G and Oppynsuch that a;b s Zp and

Oppig*; ¢¥;g?) is an oracle that returns (g® 2 g?), there is no polynomial time
algorithm that outputs g2 except with some negligible probability.

De nition 2.2.4: CDH Assumption

The assumption states that giveng®;g° 2 G such that a;b s Zp, there is no
polynomial time algorithm that outputs g2° except with some negligible probability.

2.2.2 Decisional Composite Residuosity Assumption

Given N = pgwhere p and g are two large primes. We de ne the following assumption
(initially introduced in [Pai99]) in the multiplicative group  Z,.:

De nition 2.2.5: DCR Assumption

Given two distributions: D; : fxN mod N2?g and D, : fx mod N?g such that
X $Zy.. The assumption states thatD; D 2.

2.3 Cryptographic Schemes

In this section, we present the main cryptographic schemes used in our thesis.

10
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2.3.1 Threshold Secret Sharing §9

A threshold secret sharing scheme g9 is a scheme that allows sharing a secret value
with n parties such that a threshold number of these parties can reconstruct the secret
value. It is composed of two algorithms:

SS.Share(s;t;n; 1) ' £ (i; bsii)dgi2n: The algorithm takes as input secrets 2 |
and a reconstruction thresholdt, and generatesn random shares.

" SS.Recorff (i; hsij)ggior;1 ) ! s: The algorithm takes as input a set ofjl j pairs in
[n] I. It outputs a value s 2 I.

De nition 2.3.1: Correctness
SSis said to be correct inl if and only if:

.8s:8n; 88l sit. (I [N~ (I t)"(s2 I%

SS.Share(s;t;n; 1) 'f (i; bsii)Ggi2n;

Prr8s g Rrecort (i: hsi;)ggias 1) ! T

=0

De nition 2.3.2: Security

SSis said to be secure in if and only if:

8s;8s28n; 8t 81; 8l s.t. (I [N~ (jlj<t)” (s2 1)~ (2 I);
SS.Share(s;t;n; 1) U (i; 1sii)dgizpny : f(i; bsii)dsiz

S

SS.Share(s® t;n; 1) ' (i; hs%i)dgizgny : (i hs%i)gsizs

De nition 2.3.3: Homomorphism
SSis said to be homomorphic inl if and only if:

2831;882;8n;8t; 8l; st. (I [nD " (1] t)/\(sl;522|3);

SS.Share(sy;t;n; 1) ' (i; hs1ii)Ggiz g
Prir6 s;+s, SS.Share(syit:n:l)!f (i hs2ii)dgizny; £=0
SS.Recor(f (i; hsqij + hsii)ggizi;1) ! T

11
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Realization over the Field Z, Shamir's secret sharinf scheme§S$ [Sha79] is a realization
of the threshold secret sharing schem&SSin the eld Z,. SSSis correct, secure, and
homomorphic, and de ned as follows:

SSS.Sharg(s;t;n; Zp) 'f (i; bsii)ggizn): The algorithm rst generates a polynomial
p(x) with uniformly random coe cients in Zj and of degreet 1 such that p(0) = s.
It then sets hsi; = p(i); 8i 2 [n].

" SSS.Recoff (i; Isii)gsi2i; Zp ) ! s: The algorithm uses the Lagrange interpolation
formula [Mei02] to compute the value ofp(0) as follows:

X _ Y i
s= p(0) = iksi; modp where i = —— modp
8i2l 8j21; 6i

We additionally de ne the following algorithm for Shamir's Secret Sharing:

"~ SSS.ReconExff (i;:g™)gsiz; ;G) ! g The algorithm uses the Lagéange interpo-
lation formula on the exponent to compute the value ofg® = gP©@ = ~4,, (¢™) i.

Lemma 2.3.1

Given the cyclic group G of prime order p and generatorg, it holds that:

8s;8n; 8t; 81,892 Gs.t. (I [N~ (jlIj t)r(s2 gp);

SSS.Sharg(s;t;n; Zp) ' T (i bsii)dsgi2m);

SSS.ReconEXx(f (i;9"™)ggi2 1 ;G) ! r =0

Pr r6¢°

Lemma 2.3.2
Given the cyclic group G of prime order p and generatorg, it holds that:

831;832;82; 8t; 81; 801;8p s.t. (I [N (] )" (S1;822 Zp) " (01,02 2 G);
SSS.Sharg(sy;t;n; Zp) ! (i; hs1ii)giz g
Prir 6 oo SSS.Shardsytin; Zp) 'f (i o) Geizpy; & =0

SSS.ReconExp‘(i;ngliigrzszii)gsizl G)or

Realization over the Integers A variant of Shamir's secret sharing is de ned over the
integers (rather than in a eld). The secret sharing scheme over the integers is de ned by
Rabin [Rab98] and we denote it bylSS. The scheme shares a secret integarin an interval

I =[ ; ]and provides -bits statistical security where is a security parameter.

12
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" ISS.Share (s;t;n; 1) ' f (i; hsii)ggi2[ny: The algorithm rst generates a polynomial
p(x) with uniformly random coecients in [ 2 2;2 2 ]and of degreet 1
such that p(0) = swhere = n!. Itthen sets hsi; = p(i);8i 2 [n].

" ISS.Recon(f (i; hsii)gsi2i; Zp ) ! s The algorithm uses the Lagrange interpolation
formula to compute the value of p(0) as follows:

P : Q

~ibsi - )

s = p(O): 8|2|72 where P = %
8j21;j 6i

2.3.2 Symmetric Encryption

A symmetric encryption scheme parameterized with a security parameter , its key space
K, message spac®! , and ciphertext spaceC is composed of the following algorithms.

" Eng(m) ! e It encrypts the messagem with key k.

" Dei(e)! m: It decrypts the ciphertext e with key k

De nition 2.3.4: Correctness
A symmetric encryption scheme is correct if and only if it satis es:

8k2K;m2M ;Pr[m 6 Deq(Eng(m))]=0

De nition 2.3.5: Secure

A symmetric encryption scheme is secure if and only if it satis es indistinguishability
under chosen plaintext attacks (IND-CPA). See formal de nition in [BNO8].

De nition 2.3.6: Authenticated

A symmetric encryption scheme is authenticated if and only if it satis es ciphertext

integrity (INT-CTXT). See formal de nition in [BNOS8].

De nition 2.3.7: Non-Committing

A symmetric encryption scheme is non-committing if8m 2 M we haveD, ‘D 2
where D; and D, are de ned as follows:

" Dp:f(e;klgsuchthatk sK ande Eng(m)
" Dy :f(e%k9g such that €® $S3(1 ), k® $S,(e®m) and Sy, S, are any PPT

13
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algorithms that may share a state.

De nition 2.3.7 of non-committing encryption says that it is possible for a simulator to
come up with a ciphertext which can later be explained as an encryption of any message,
in such a way that the joint distribution of the ciphertext and the key in this simulated
experiment is indistinguishable from the normal use of the encryption scheme, where a
key is rst sampled and then an encryption of m is generated.

In this thesis, we will use (Enc Deg for authenticated encryption scheme and
(Enc ; Dec) for a non-commiting authenticated encryption scheme.

2.3.3 Pseudo Random Generator

PRG@GM;R;b) ! B: is a pseudo-random generator that extends seed2 f 0; 1g to vector
B 2 Z® (vector of m elements and each element is iiZR).

De nition 2.3.8: Security

Given the two distribution D; : fAg such that A s Z% and D, : fBg such that
B PR@®) whereb $f0;1g and is a large security parameter, it holds that

D; D ».

2.3.4 Key Agreement Scheme

A key agreement schemeélAis a scheme parameterized by the security parameter and
the key spaceK. It is composed of the following algorithms:

" KA.Paranfl ) ! pp: Given a security parameter it generates the public parame-
ters pp.

" KA.Gerjpp) ! (pk;sk): This algorithm generates a key pair from the public
parameter.

" KA.Agree(pp; sk; pki; pko; G) ! k: This algorithm uses a private key, two public
keys, and a hash functionG to generate an encryption key.

De nition 2.3.9: Correctness

The key agreement scheme is correct if and only if:

2
KA.Paranfl )! pp;

g KA.Gerfpp) ! (pku; ski); %
8; Prakio 6 ko1 KA.Gerfpp) ! (pkz;skz);
KA.Agree(pp; ski; pky; pkz; G) ! Ka;2;
KA.Agree(pp; sko; pko; pki; G) ! ko1

=0

14
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De nition 2.3.10: Security

The key agreement scheme is secure if and only, D 2 Where the two distributions
are de ned as follows:
8
5 KA.Paranfl )! pp;
. k.- py KAGerfpp) ! (pka; ska);
D;: ki; pko; r
vy (PP a Gerfpp) ! (peiska): 3

IMK/ ©

r sk
8 9
3 KA.Paranfl ) ! pp; 3
_ .y KAGerpp) ! (pki; sky); )
D> : § (pkL pk2’ k) KAGempp) | (pkz, Skz); §

KA.Agree(pp; ski; pki; pko; G) ! Kk

Realization based on DDH Under the DDH assumption we can construct akAscheme
that is secure in the random oracleG (see Section 2.4.3) as follows:

" KA.Paranfl )! pp: From the security parameter , it chooses a groupG of order
p and generatorg where the DDH holds in G. The public parameters are set to

pp=(G;g;p).
" KA.Gerfpp) ! (pk;sk): It outputs (g?; a) wherea s$Zp.
" KA.Agree(pp; sk; pki; pko; G) ! @ It outputs k ngl;pkz)(pkgk).

2.4 |deal Functionalities and Protocols

2.4.1 The Universal Composability Framework (UC)

In this thesis, we use the standard universal composability framework proposed by
Canetti [Can20]. The UC framework de nes a probabilistic polynomial time (PPT)
environment machine Z that oversees the execution of a protocol in one of two worlds:
The \ideal world" execution involves \dummy parties" (some of whom may be corrupted
by an ideal adversaryS) interacting with a functionality F. The \real world" execution
involves PPT parties (some of whom may be corrupted by a PPT real-world adversary
A) interacting only with each other in some protocol . Let EXEC.a:z (X) denote the
random variable (over the local random choices of all the real world parties) describing
the output of an execution of  with environment Z and adversary A, on input X.
Similarly, let IDEALr.s-z (X) denote the random variable (over the local random choices
of a simulator S) describing the output of an execution of F with environment Z and
simulated adversary S, on input x. Moreover, Let EXEC.o.z and IDEAL:.s:z denote
the ensemblest EXEC.a:z (X)Ox2f 0,19 and fIDEALr sz (X)Oxor 0:1g  FESpectively. We refer
to [Can20] for a more detailed description of both executions.

15
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De nition 2.4.1: Protocol Realization

Let F be an ideal functionality. A protocol s said to UC-realize F if for any
adversary A, there exists a simulator S such that for all environments Z,

IDEAL: .57 = EXECz:

Additionally, we say that protocol operates in G-hybrid-model, if  uses the ideal
functionality G.

De nition 2.4.2: Protocol Emulation

Let G; & be ideal functionalities and let  1; 2 be multi-party protocols. We say 1
in the G-hybrid model UC-emulates > in the G-hybrid model if for any adversary
A1, there exists an adversaryA, such that for all environments Z,

EXEC,.a,z . EXEC,a,z:

Furthermore, we follow the de nitions in [Can20] for modeling adversary corruptions.
When the adversary corrupts a party it sends a backdoor messagesid ; ID) where sid
denotes the session id andD denotes the identi er of the corrupted party. This happens
at the very beginning of the protocol execution in the case of static corruption. For
simplicity, we do not show these messages in the ideal functionalities as we assume the
default behavior is that party ID is recorded as corrupted.

We also use the work in [CRO03] which describes the execution of multi-sessions of
a protocol. We denote by " and F, the multi-session extensions of the protocol and
functionality F respectively. We recall that the UC theorem with joint state (JUC
theorem):

Theorem 2.4.1: Universal Composability with Joint State [CRO03]

Given protocol that UC-realizes F in G-hybrid-model and a protocol " that
UC-realizes functionality G in the real-world model, it is true that the composition
of and”: " in the real-world model UC-emulates in G-hybrid-model.

In this section, we present the ideal functionality of the primitives we use in this
thesis. Additionally, we discuss a possible realization for some of these functionalities.

2.4.2 Common Reference String CRy

We use the ideal functionality F('?FQ”S parameterized by the sampling algorithm D and the
number of parties n. The purpose of this functionality is to have a common string crs
sampled from a xed distribution and available to all parties of the protocol. Notice that
this proposed functionality di ers from the one proposed in [CR03] because it supports
distributing the CRSo0 n parties. It is described in Figure 2.1.
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Functionality F g%

F Oas runs with parties Py,..., P, and is parameterized by an algorithmD and a security
parameter

" When receiving a messagesfd ; CRSP;) from Pj, if this is the rst CRSmessage
computecrs s$D(1 ). Then, send (id ; CRScrs) to P; and S. Check if received
message gid ; CRS:::) from all parties. If yes, halt. If no, continue.

Figure 2.1: Ideal functionality of CRS

2.4.3 Random Oracle Model

Random oracles are typically used as an idealised replacement for cryptographic hash
functions in schemes where strong randomness assumptions are needed. The ideal
functionality of the random oracle returns a uniformly random response from the output
domain. Additionally, if a query is repeated, it responds the same way every time that
the same query is submitted. Throughout this thesis, we use the following hash functions
modeled as random oracles.

HC:f0;1g 7! G. This hash function is used to generate random group elements
from arbitrary strings. The group used in this hash function is indicated as a
parameter in its superscript.

"~ G®: G371 f0;1g . This hash function is used as a key-derivation function to
extract a -bit key from a group element, and the rst two inputs are used to seed
the function.

2.4.4 Sharing Random Number RSharg

We de ne the ideal functionality Fgg?h;e parameterized by the eld F, the number of

parties n, and a thresholdt n. The purpose of this functionality is to generate a
uniformly random element in the eld F and secretly share it (using Shamir's secret
sharing) with the n parties. The functionality is described in Figure 2.2.

Realization This functionality can be realized by letting each party P; generate its
random valuer; s F and secretly share it (using authenticated channels) with the other
parties SS.Share(ri;t;n; F) ' T (J; Hiij)gsj%in]. Then, each parth( P; simply sums the
shares it receives to obtain the shardrii = =, hrji; wherer = = 7r;.

2.4.5 Oblivious Transfer (O

An oblivious transfer protocol (OT) is a protocol executed between two parties: the
sender and the receiver. The sender inputs a paifmg; m1) whereas the receiver inputs
a selection bitx 2 f 0;1g. At the end of the protocol, the receiver outputs value my
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Functionality F éég;hire

Fgg?hfﬂe runs with parties Pq,..., Py, and is parameterized by eld F, the number of parties
n, and a thresholdt n.

" When receiving a messages{d ; init ;P;) from Pj, if this is the rst init message,
computer sF.

" When all init messages are received from then parties, compute
SS.Share(r;t;n; F) ' (i; hrij)gsi2n) and send 6id ;share;frij) to each P; and
send (sid ;share) to S.

Figure 2.2: Ideal functionality of random secret sharing

while the sender outputs nothing. The security of the OT protocol ensures that the
receiver does not learn any information aboutm; yx and the sender does not learn any
information about x. The ideal functionality of OT is shown in Figure 2.3.

Functionality For

Forinteracts with a receiver R and a senderS.
Auxiliary Inputs : the length of the sender input”

~

Upon receiving a messages{d ; send; S; mo; m1) from S, wherem; 2 f 0;1g , store
(mo; my).

~ Upon receiving a messages{d ;recv ;R;x) from R, check if a (send;sid ;S;::)
message was previously sent. If yes, sendid ; sent;my) to R and (sid ; sent) to
adversary S and halt. If not, send nothing to R (but continue running).

Figure 2.3: Ideal functionality of oblivious transfer protocol.

We present the construction proposed by Chou and Orlandi [CO15] in Figure 2.4.
The authors of the OT protocol prove that it UC-realizes the functionality Forin the
random oracle model. Their proof relies on the CDH assumption. Later Hauck and
Loss [HL17] identify a ow in the proof from [CO15] and provide a patch for the proof
that relies on the hardness of the GDH assumption. Based on the work of Hauck and
Loss [HL17] we restate the following two Lemmas.

Lemma 2.4.1

For any PPT adversary A that statically corrupts a receiver in  grprotocol, and any
PPT environment Z, the algorithm S, (de ned in [HL17]) simulates the execution

for A under the GDH assumption (i.e., IDEAlg o;s,., z ~ EXECyra:z).
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OT Protocol o7

Receiver Sender
(x 210;19) (mo; my)

A= $Zp

$Z,
B A¥g
(GA;B )(A )
B
° G?A:B )(B )

G (D)
®  Enc.(mo)

0.1
(c5c) ¢t Enci(my)

my  Dec ()

Figure 2.4: The OT protocol [CO15] parameterized by the cyclic groupG of order p and
generator g.

Lemma 2.4.2

For any PPT adversary A that statically corrupts a sender in gt protocol, and any
PPT environment Z, the algorithm Sgng (de ned in [HL17]) simulates the execution

for A under the CDH assumption (i.e., IDEALr ;5442 ¢ EXEC,;a:2)-

In a nutshell, the simulator S;., takes the messages of the receiver and extracts the
receiver's choice. It then gets the output fromFgrand generates the simulated sender
messages accordingly. On the other hand, the simulatoBg,q takes the messages of the
sender and extracts the sender's input pair. In our work, we are interested in reusing
Ssng and Sy¢y algorithms for our proofs.

2.4.6 Garbled Circuits (GG

A garbled circuit protocol proposed by Yao [Yao86] runs between two parties (a garbler
G and an evaluator E). It is used to evaluate an arbitrary function f chosen byG on the
private input x of E. Yao garbling scheme is de ned as two algorithms:

" GC.Gri1 ;f) ! (F; 1Y Osar o:1g:sizrygi 150t O8bef 0:1g:812[ ou]): Given the security
parameter and the function f, the algorithm generates a garbled circuitF and
a label for each bit of the input and output ("x and "oy are the bit-length of the

input and output, respectively).
- GC.Eval(F;fIﬁii Osizpy)) ! f |ggﬂ}” Osi2[ o] Given the garbled circuit F and the
labels of the input bits, the algorithm outputs the labels of the result out = f (x).
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Protocol with GC and OT to compute f M

Evaluator (x = Xqjj:::jjx) Garbler (;M)

Fifl2 g 15, GC.Griql ;f )

out

8i 2[1;8b270;1g

A=gF $2Zp
- T
. 82,8 2[]
Bi AX'gi8i2[]
i G((BA;B i)(A ) 8i 2]
fBigsiar]

G?A;B i)(Bi )8i 2]
Gius (21) ) 8i 211
G Enc io(lg;i ) 8i 2 [‘]

Enc i1(I§;i )8i 2 []

© —-p —o

BN

f(cclgsizriC ¢ Eng. (M)
¢ S out
1" Dec (") 8i 2]

hii
lowe  GC.Eval(F;fI%; ggizp)

M DeQ[)eust (9]

Figure 2.5: Protocol to evaluatef ‘M using a garbled circuit and oblivious transfer. The
protocol is parameterized by the cyclic groupG of order p and generatorg

In this thesis, we are interested in the functionf ‘M which checks if the evaluator's
input is less than and if so, returns a messagél . We de ne the two functions f and
f ‘M as follows
M if x
? ;otherwise

1 :ifx

M -
0 ;otherwise f (x)

f (x)= (2.1)
To evaluate f ‘M using a garbled circuit, the garbler G generates and sends a garbled
circuit F of f and a label for each bit of the input. G sendsF to E and then transfers
the labels ofx to E using OT. G also uses the output labell},, to encrypt the message
M and send the ciphertext to E. Finally, E evaluatesF on the labels ofx and obtains
Ioi Whereres 2 0;1g. If res =1 the evaluator decrypts the ciphertext and obtains M .
We describe the protocol in Figure 2.5. Notice, that this protocol is secure when the

garbler is honest-but-curious (follows the protocol steps).

2.4.7 Zero-Knowledge Proofs ZKR

Zero-Knowledge Proof protocols are two-party protocols where a proveP interacts with

a verier V to convince it that a given statement is true while P avoids conveying any
additional information apart from the fact that the statement is indeed true. We show

the ideal functionality of ZKP in Figure 2.6.
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Functionality F X
F R interacts with a prover P and a verier V and is parameterized by the relationR.

~ Upon receiving a messages{d ; prove; x; w) from P, store x and w, and continue.

"~ Upon receiving a messagesid ; verify ;x9 from P, abort if x°6 x, otherwise, send
(sid ;R(x;w)) to V and S, and halt.

Figure 2.6: ldeal functionality for zero-knowledge protocol.

2.4.7.1 Discrete Logarithm Relation R3,

Given G (a group where DDH holds) of orderp the multi-value discrete logarithm relation
RB(x;w): G2 Z,7!f0;1g is de ned as:
Rou(fAi; BiGgiz[ni W) : (Bi = Al")
8i2[n]

Realization: We can realizeF?KBL as an extension of Schnorr's zero-knowledge proof
for discrete logarithm [Sch90]. More preciselyP samplesn uniformly random values
ri s Zp 8i 2 [n] and sendsfgiggioy to V. V samples the challengec s Z, and
sends it to P. P computes the proofz wc+ ri mod Zp, and sendsf ziggi>n) to
V which nally checks = g,1,)(9" B = g“). This protocol can be transformed into a
non-interactive zero-knowledge proof using the Fiat-Shamir transformation [FS87].

2.4.7.2 Tag RelationRtaqg

Given G (a group where DDH holds) of orderp, we de ne the tag relation Rag(X; W) :
G® Zz371f0;1gas:

Rrag(fA;B;Cg;(a;b) : C = A®BP
Realization: ~Similarly, we can reaIizeFZRKT""g as an extension of Schnorr's zero-knowledge
proof for discrete logarithm [Sch90]. More preciselyP samples two uniformly random
valuesri;ro,  $Zp and sends(g't*"2) to V. V samples the challenge s Z, and sends it
to P. P computes the proofzy ac+r; modZpandz, bc+ r, mod Zp, then sends
(z1;z2) to V which nally checks Cg't*"2 = g#g?2. This protocol can also be transformed
into a non-interactive zero-knowledge proof using Fiat-Shamir transformation [FS87].
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Chapter 3

Characterization of Secure
Aggregation

In this chapter, we provide a formal de nition of a secure aggregation protocol and we
study the existing threat models studied in the literature: the honest-but-curious model
and the malicious model. We rst identify the four major technologies used to build secure
aggregation solutions: di erential privacy, trusted execution environment, anonymity,
and cryptography. Then, we focus on solutions that are based on cryptography. We
study the existing cryptography-based solutions in the honest-but-curious model and we
suggest a systematic categorization of these solutions.

3.1 Environment of Secure Aggregation

One of the most important functionalities of the 10T is aggregating the data collected
by the end-devices. Many IoT applications such as smart grids [ADMC17], water
management systems, and tra ¢ control in cities use this functionality. In most of these
applications, aggregating the data involves the operation of the statistical sum of the
data points collected from multiple geo-dispersed data sources (eg., sensors).

Nevertheless, these individual data points usually involve sensitive data. This raises
serious privacy concerns and thus calls for suitable privacy-enhancing technologies to
protect the con dentiality of end-devices' data while still being able to perform the
aggregation operation. During the past20 years, a huge amount of research focused on
designing secure aggregation (SA) solutionsffM07,LEM14a,BSK" 19,BIK* 17,DA16,
CMTO5] for various applications. The goal is to enable the computation of the sum
of several parties' inputs without leaking any information about each individual input
except the aggregate (the sum).

In this thesis, aggregation refers to the process where data collected from multiple
sources are summed up. Usually, data is collected in consecutive timestamps and the sum
(aggregate) is calculated for each timestamp. For many applications, the data contains
sensitive information. Usually, secure aggregation involves the following actors:

" Users (U): Parties that provide the input data x;. at each timestamp .
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Figure 3.1: An illustration of secure aggregation betweem users Us;:::; Uy) and one
aggregatorA. A trusted party T P is used to setup up the parties.

" Aggregators (A): Parties that perform the aggregation to obtain the sum X of the
input data at each timestamp

" Trusted Third Party (T P): A trusted part that may be required for setup purposes
in some secure aggregation protocols.

3.2 Threat Models and Security Requirements for Secure Aggre-
gation

We describe the most popular threat models considered for secure aggregation. Namely,
the honest-but-curious model and the malicious model. Then, we de ne the security
requirements for secure aggregation.

3.2.1 Threat Models

Honest-but-curious Model A common security model for secure aggregation schemes
is the honest-but-curious model. An honest-but-curious adversary correctly follows the
protocol steps but remains curious to discover any private information. The adversary
may corrupt the aggregator and some users. When the aggregator corrupts multiple
parties it accesses all their private information. This models collusion between the
corrupted aggregator and corrupted users.

Malicious Model In addition to the honest-but-curious model, several research works
consider amalicious model where the adversaries are more powerful. A malicious
adversary may deviate from the protocol steps and thus has arbitrary inputs to the

protocol. There are some variations of this model where the adversary only corrupts the
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aggregator (a.k.a. malicious aggregator model) or only corrupts a subset of users (a.k.a.
malicious users model).

In this chapter, we only study SA solutions secure under the honest-but-curious
model.

3.2.2 Security Requirements

We present the main two security requirements that de ne the security of secure aggre-
gation protocols. The rst requirement is Aggregator Obliviousnessand it was initially
proposed by Shi et al. [SCR 11]. We state this security requirement in De nition 3.2.1.
The second requirement isAggregator Unforgeability and it was initially proposed by
Leontiadis et al. [LEOM15] and improved later in several other works. We state this
security requirement in De nition 3.2.2.

De nition 3.2.1

Aggregator Obliviousness This security notion ensures that an adversary (by

corrupting the aggregator) cannot learn more than what could be learned from the

sum of the users' inputs. If the adversary corrupts some users, the notion only
requires that the adversary gets no extra information about the values of the honest
users beyond their sum.

De nition 3.2.2

Aggregate Unforgeability: This security notion ensures that an adversary (by
corrupting the aggregator) cannot output an incorrect sum without being detected
by honest users. If the adversary corrupts a small subset of usersJqr ), the notion

requires that the adversary can only make an insigni cant change in the result of
the sum. This means that given X is the sum of the honest users' inputs, the
adversary can only output a result X ®such that X X% X + jUcor j Where is

the maximum allowed value of a user input &;; < ).

3.3 Existing Secure Aggregation Protocols

There are mainly four types of secure aggregation (SA) protocols: SA based on di erential
privacy, SA based on Trusted-Execution Environment (TEE), SA based on anonymity,
and SA based on cryptography. In the following, we elaborate on each type of secure
aggregation. Table 3.1 presents a comparison between the di erent types.

3.3.1 SA based on di erential privacy

Di erential privacy (DP) [DR14] is a technique of adding a controlled amount of random-
ness (noise) to some data such that this noise is su cient to hide sensitive information

27



Chapter 3. Characterization of Secure Aggregation

Accurate Untrusted Public Com-
SA Technique Platform munication
Result

Owners Channels
DP 7 4 2
TEE 4 7 .
Secure Shu e 4 4 .
Cryptography 4 4 4

Table 3.1: Comparison between di erent Secure Aggregation techniques.

but also keeps this data useful. Hence, di erential privacy provides a mathematically
guanti able way to balance data privacy and data utility. There are mainly two methods
for DP mechanisms: Global Di erential Privacy (GDP) and Local Di erential Privacy
(LDP).

Global Di erential Privacy = GDP relies on the idea of adding noise to the output of some
algorithm run on the private data as opposed to adding noise to the data entries themselves.
This is not practical in the case of SA since adding noise to the aggregation results does
not protect the users' inputs from untrusted aggregation servers (IoT platform).

Local Di erential Privacy  On the other hand, LDP solutions [MASN21,ASY* 18, TF19,
YWW21,CYD20,STL20,DHCP21] are more practical for SA. These solutions propose to
add noise to the user input locally at each user device. The noise serves as a layer to
prevent attackers from learning private information from the user's input. A common
type of noise used is Gaussian noise. Since all users need to add noise to their inputs
before sending them, this method ends up adding too much noise to the nal aggregate.
Thus, a ecting signi cantly the accuracy of the results. Therefore, the main concern with
this approach is the accuracy of the result as noise is ampli ed during the aggregation.

3.3.2 SA based on trusted-execution environment

Another method to perform secure aggregation is to use a Trusted-Execution Environment
(TEE) at the server [ZJF*21,NMZ" 21,ZWC" 21, MHK* 21]. The TEE is a hardware-
separated area of the main processor that guarantees the con dentiality and integrity of
the processed data [Tru23]. It allows secure storage of data and execution of sensitive code
on an untrusted device by providing a secure environment for processing private data. This
environment is often referred to as a secure enclave. Previous work [ZJR21, MHK™ 21]
propose to perform the secure aggregation operation within this secure enclave using
TEEs. More precisely, each SA user and the SA server runs on TEE-enabled devices.
Consequently, the inputs are processed within the user's TEE and sent to the server
where they are aggregated within the secure enclave. Zhao et al. [ZJR21] propose to
encrypt the private user inputs using e cient symmetric encryption methods and send
the ciphertexts to the server where they get decrypted and aggregated inside the TEE
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environment. Mo et al. [MHK " 21] follow the same approach while applying SA for
federated learning. The authors propose to train machine learning classi ers at the user
within the secure enclave and encrypt the models before sending them outside the TEE.
Moreover, Kalapaaking et al. [KKR™ 23] and Zhang et al. [ZM21] improved the security
guarantees of SA using TEEs to ensure the integrity of the aggregation result. The
aforementioned work proposed to integrate a blockchain platform [QPG 21] to verify the
aggregation result via a consensus mechanism before it is added to the blockchain.

Using a TEE provides important advantages in terms of isolation of the SA task
from the real word execution environment which can be compromised by attackers.
However, TEE can only protect against external attackers which remotely compromise
the platform's devices. More clearly, it does not protect against malicious platforms
(i.e., platform owners with malicious intentions). Indeed, a malicious platform owner
has physical access to the TEE hardware and can simply miscon gure during the setup
phase.

3.3.3 SA based on anonymity

A di erent method relies on the anonymous communication assumption [IKOS06]. This
method is also known as secure shu ing where users split their inputs into shares and
send them anonymously to the aggregator [ZWC 21] (i.e., using di erent anonymous
channels). The aggregator can simply sum up all the received shares to compute the
aggregate. Thanks to the anonymous communication, the server cannot map the received
shares to their corresponding users and thus is unable to reconstruct the user inputs.
This solution o ers a good advantage in terms of the accuracy of the result and in terms
of the security guarantee against a malicious platform. Unfortunately, realizing these
communication channels is often impossible in the context of loT. Indeed, it is very hard
to hide the end-devices' identity against the 10T platform even when using anonymous
networks such as Tor Pd=22]. This is mainly because I0T devices can be pro led and
de-anonymized based on side channel information such as activity time, frequency of
input generation, network delays, etc.

3.3.4 SA based on cryptography

Finally, cryptographic techniques are also used to design secure aggregation protocols.
This technique relies on strong mathematical assumptions to protect the user inputs and
sends them in public. By relying on some hard mathematical problems, the user inputs
are transformed to random looking values which can still undergo linear operations such
as addition. Hence, it allows to compute the aggregation result without decrypting the
individual user inputs at any point in time. Many researchers are particularly interested

in this type of secure aggregation since it does not signi cantly a ect the accuracy of the
aggregation result. It also does not require the trust of the platform owners to con gure

a TEE environment. Moreover, it does not rely on strong assumptions regarding the
communication channels between the users and the server as the case for secure shu ing.
These important advantages render cryptographic-based SA a suitable choice for many
0T applications.
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In this thesis, we only study secure aggregation (SA) solutions based on cryptographic
schemes as these seem to be the most popular ones for many applications.

3.4 Secure Aggregation based on Cryptography

We rst identify and investigate the three phases of secure aggregation protocol: Setup,
Protection, and Aggregation. Then, we regroup secure aggregation solutions into two cat-
egories based on the underlying cryptographic tools used to build the SA protocol. Specif-
ically, we distinguish encryption-based secure aggregation and multi-party-computation
(MPC)-based secure aggregation. For each of the categories, we show how to build the
baseline secure aggregation protocol from the existing cryptographic schemes by de ning
the algorithms executed at each SA phase. We provide some realizations of the di erent
categories and we summarize their advantages and disadvantages in Table 3.2.

3.4.1 Secure Aggregation Protocol Phases

A secure aggregation protocol consists of three consecutive phase3A:Setup, SA:Protect,
and SA:Agg. Each of these phases achieves a speci c task described as follows:

" SA:Setup: In this phase, the n users and the aggregator get the public parameters
and the key material. The public parameters and the keys are generated either
using a trusted third party ( T P) or through a distributed mechanism. At the
end of this phase, each user stores a single, unique k&y wherei 2 [n] and the
aggregator stores its aggregation keg.

SA:Protect: Each userU; locally executes a protection algorithm to protect its
input x;. attimestamp . The resulting protected input is sent to the aggregator(s).

SA:Agg: Once the aggregators collect all the protected inputs, they collaboratively
execute an aggregation algorithm to retrieve the sum of user inputs for timestamp .
In the case with a single aggregator, the aggregation algorithm is locally executed
by the aggregator.

3.4.2 Encryption-based SA

Encryption-based SA protocols use encryption schemes to protect the inputs of the
users. Encryption utilizes a secret key to ensure the con dentiality of the user input. To
achieve Aggregator Obliviousness(see De nition 3.2.1), users should not be allowed to
encrypt their inputs with the same key. Moreover, the encryption scheme should allow the
computation of the sum of the inputs over the ciphertexts without leaking the individual
cleartext values. There are three types of encryption schemes that are used to build a
secure aggregation protocol: (i) masking, (ii) additively homomorphic encryption (AHE),
and (iii) functional encryption (FE). In general, encryption-based SAs rely on a single

1Baseline secure aggregation protocols correspond to the basic constructions from the corresponding
cryptographic tool.
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aggregator to perform the aggregation which minimizes the communication overhead of
the protocol.

3.4.2.1 Secure Aggregation using Masking

Figure 3.2: The main operations and communication between parties in Masking-based
SA.

Masking is a symmetric encryption technique based on one-time pad [Rub96]. It uses
modular addition to mask the data owner inputs. Given a shared keyk between two
parties and an upper boundR of the input, masking is de ned by two algorithms:

" Masking.Mask(k;x) ! c: Masks an input x with the masking key k

c=x+k modR

" Masking.UnMasKk;c) ! x : Unmasks the ciphertext c using the masking keyk

c=c k modR

It is one of the oldest techniques for designing a secure aggregation protocol. It was rst
used in tree-structured networks. These schemes are called layered masking schemes
[CMTO5, ©M07, CCMT09]. More recently, Dining Cryptographers network (DC-net)
variants are proposed in PC11,BIK * 17,BBG" 20, SGA21h].

Layered Masking Variant In this type of masking scheme, the users are assumed to
have network connectivity with each other. Hence, the users are arranged in a tree
structure. In the SA:Setup phase, the ones that are at a distance oh hops from each
other, share the same keysH{ being a security parameter). Each user representing a node
in the tree runs a secure aggregation process with its children. '®A:Protect, each child
node masks its input with the sum of the keys it holds usingMasking.Mask. It then
sends it to its parent node. In SA:Agg, the parent sums the masked inputs received from
all its children and then removes the layers of the masks that correspond to their keys
using Masking.UnMask The same process is repeated from bottom to up for each parent
node until the aggregated value reaches the root of the tree at which the nal layers are
removed. Castelluccia et al. [CMTO05] proposed a speci ¢ version of this scheme when
h= 1. Onen et al. [©MO07] later generalized this scheme.
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DC-Net Variant In the variant, secure aggregation is seen as a variation of the dining
cryptographers problem [Cha88]. The solution is realized from masking as follows: In the
SA:Setup phase, each pair of usersl;, U;) agrees on a random key;;). using aKey
Agreement protocol (ex., Di e Hellman (DH) [DHO6] using the aggregator as a proxy
to forward the public keys). Also, each userU; agrees on a random kex;.q). Wwith the
aggregator. As a result, each uselJ; and the aggregatorA computes their own unique
key as follows:

k k X k k
i; (i ) @i ) (i;0);
j=1 N j=i+l b | (3.1)

S.t. k(u ); = k(“ ); and k(i;i ); =0 8i2 [0, o n]
In the SA:Protect phase, each user masks its own inpux;. with the key k;. :
o} Masking.Mask(ki. ;Xi: )

In the SA:Agg phase, the aggregator adds the masked inputs from all users. Then, it
removes the mask using its keyko:. (all the operations are modR = nR, whereZg, is
the range for the input values of each user):

_ X0 X0
Masking.UnMasKko, ; ¢ )= ¢, Ko
i=1 i=1
X X 1 X0
= O Ky, Kaiy  Kaoy ) ko
i=1 j=1 j=i+1
X X K1 X 0
= xi + (0 Ky, Keigy: ) (3.2)
i=1 i=1 j=1 j=i+1
X0
k(i;O): k0;
i=1
X X X0 X
= X Ko ( Koi: )= X
i=1 i=1 i=1 1

Analysis (DC-Net Variant):  This scheme does not require a key dealer (KD) to distribute
the masks. However, it relies on a trusted public key infrastructure (PKI). On the other
hand, the masking operations are themselves very lightweight since they only include
modular additions. However, the setup phase incurs signi cant overhead in terms of
computation and communication costs per user which increases linearly with the total
number of users. Since masking uses one-time pad encryption, the setup phase is
performed on each timestamp (notice the use of the tag for each key). Another
disadvantage is that once keys are distributed, all users should provide their protected
inputs (i.e., does not support dynamic users). Indeed, if some users did not participate,
the masks on the aggregated value cannot be removed. Note that masking itself is
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Figure 3.3: The main operations and the communication between parties in AHE-based
SA.

information-theoretically secure but the setup relies on a key agreement protocol that is
computationally secure.

3.4.2.2 Secure Aggregation using Additively Homomorphic Encryption

A special type of Additively Homomorphic Encryption (AHE) schemes can be used
for secure aggregation. Speci cally, multi-user AHE is proposed such that \addition
homomorphism" property is maintained across ciphertexts generated by di erent users
with di erent keys. These schemes are generally de ned by the three following algorithms:

" AHE.Setu ) ! (pp:fkigi2[ny;ko): Given a security parameter , it generates the
public parameters, the encryption keys, and the decryption key.

" AHE.En¢pp; ki; ;xi: ) ! ¢ : It encrypts messagex; for timestamp using key
ki and outputs ciphertext c;. .

P
" AHE.Agdpp; ko; ; fci; Gizpny) ! 1 Xi. : It evaluates the homomorphic operation
on the n ciphertexts generated at timestamp . Then decrypts the resulting
ciphertext using decryption key Ko.

A multi-user AHE scheme can guaranteeAggregator Obliviousnessif each user encrypts
only one input per timestamp. Several instantiations are proposed in [SCR11,ET12,
JL13,BJL16]. Multi-user AHE schemes are speci cally designed for secure aggregation
protocols: In the SA:Setup phase, T P runs AHE.Setug( ) and distributes the keys to the
users and the aggregator. TheSA:Setup phase is executed only once; In thé&A:Protect
phase, U; executesAHE.En€pp; ki; ;Xi. ) and sends the ciphertext to the aggregator;
Finally, in the SA:Agg phase, the aggregator executeAHE.Aggpp; ko; ; fC; gio[ny) and
retrieves the sum of the inputs.

Shi-Chan-Rie el-Chow-Song Scheme (SCRCS) SCRCS scheme [SCR11] is the rst
AHE scheme used for secure aggregation. It guaranteesggregator Obliviousnesshased
on Decisional Di e Hellman (DDH) assumption. The three algorithms ( AHE.Setup
AHE.En¢ and AHE.AgQ are de ned as follows:

" AHE.Setu ) ! (pp;fkigiam:Ko): Given security parameter , it chooses gen-
erator g 2 G where G is a cyclic group of prime orderp for which DDH holds.
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Additionally, it de nes the hash function HS (see Section 2.4.3). It also generates

random secretsky; ::;;kn 2 Zp and ko = 7 ki. It outputs the public parameters
pp= (G, g;H®), the secrets keys of each useik; Gi2[n)» and the secret key of the
aggregatorkp.

" AHE.En€pp; ki; ;xi: )! ¢ :
G gxi: H¢( )ki

~ P
AHE.Aggpp; ko; ; fc; Qo) ! 1Xi; -
Y P P,
c G =g 1% HS() 1
1 P
V. H()%c =g 1* modn
. . . . P
Then, it computes the discrete logarithm baseg of V to obtain = ] x;; mod p. For

an e cient qgmputation of the discrete logarithm using Pollard’'s method [Pol78],
the output = | x;. should be a small number.

Theorem 3.4.1

The scheme providesAggregator Obliviousness(see 3.2.1) security under the DDH
assumption in the random oracle model if each user encrypts at most one value per
timestamp.

Proof.
For the proof of correctness and security of this scheme, refer to [SCRL1].

Joye-Libert Scheme (JL) JL scheme [JL13] is another AHE scheme for SA which is
designed as an improvement of the SCRCS scheme. JL scheme has a simpler decryption
function as it does not require the computation of the discrete logarithm in a group in
which the DDH assumption holds. The JL scheme guaranteegggregator Obliviousness
based on Decision Composite Residuosity (DCR) assumption [Pai99]. It de nes the three
algorithms (AHE.Setup AHE.En¢ and AHE.Ag{ as follows:

" AHE.Setu ) ! (pp;fkigizjn): ko): Given security parameter , it generates ran-
domly two equal-size prime numbersp and g and setsN = pg Then, it de nes a
cryptographic hash function H vz (see Section 2.4.3). It randomly generates secret

P
keys fkigiopny 2 f0; 1g? and setskp = ki. It outputs the public parameters

1
pp = (N;H %:), the secrets keys of each usefrkigi,n;, and the secret key of the
aggregatorKko.

" AHE.En¢pp; ki; ;xi )! ¢ :

G (1+x; N)HZ%z( )% modN?
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Figure 3.4: The main operations and the communication between parties in FE-based
SA.

~ P
AHE.Aggpp; ko; ; fc; Qo) ! 1Xi; -

¥ X P 5
c ¢ =(1+ N Xi JH%2( ) 1" modN
1 1
Zy2 ko )@
H ?\I c 1. Xi;  modN

1

Theorem 3.4.2

The scheme providesAggregator Obliviousness(see 3.2.1) security under the DCR
assumption in the random oracle model if each user encrypts at most one value per
timestamp.

Proof.
For the proof of correctness and security of this scheme, refer to [JL13].

Analysis: The main advantage of AHE schemes is that they require running the setup
phase only one time, and hence they are e ective when aggregating a stream of data.
This originally comes with the cost of relying on a trusted key dealer (KD) to perform the
setup. Nevertheless, previous work has improved these schemes to enable running them
without the need for a key dealer [LEM14b]. The per-user computational cost resulting
from SA:Protect does not depend on the total number of users but remains signi cant.
Similarly, the communication cost per user does not depend on the total number of users
but incurs a size expansion because of the size of the ciphertext. Additionally, similar to
masking schemes, AHE does not support dynamic users since all users should provide
their inputs to correctly aggregate them.

3.4.2.3 Secure Aggregation using Functional Encryption

Functional encryption (FE) is a type of encryption scheme that enables a user to learn
a function on the encrypted data [BSW11]. Multi-Input Function Encryption (MIFE),
introduced by Goldwasser [GGG 14], enables the learning of a function over multiple
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encrypted inputs. A special type of MIFE scheme can be designed to compute the inner
product function of multiple inputs [AGRW17,ACF " 18a,DOT18]. Assuming that we
have two vectorsx and y, each consisting ofl elements, the inner product ofx andy is
as follows:

IP(x;y) = X XiYi (3.3)
i=1

An inner product MIFE scheme is de ned by four algorithms:

" MIFE.Setup( ) ! (pp;msk;fkigioiy) @ Given a security parameter , it generates
the public parameters pp, master secret keymsk, and n user keysfkigisn]-

" MIFE.Endpp; ki;xi: ) ! G : It encrypts messagex;: using key k; and outputs
ciphertext ¢ .

" MIFE.DKGefpp; msk;y ) ! dk : It generates decryption keydk using the master
secret key and vectory of n elements.

" MIFE.Dedpp;dk ;c;y ) ! IP(x ;y ) : It takes vector c =[cy. ;:;;Cn ], vector
y , and decryption key dk generated fromy . It decrypts ¢ such that the result
is the inner product of x =[xz, ;:;Xp: Jandy .

MIFE schemes for inner product can be used to construct a secure aggregation proto-
col [XBZ™ 19,WPX" 20]. In the SA:Setup phase, T P runs MIFE.Setup( ) and distributes
the keys to the users. In theSA:Protect phase,U; executesMIFE.Endpp; k; x;: ) and
sends the ciphertextc;: to the aggregator. Finally, in the SA:Agg phase, the aggrega-
tor rst sends vector y =[1;::;1]to T P which executesMIFE.DKGefpp; msk;y ) and
sends decryption keydk of timestamp to the aggregator. The aggrqgator then exe-
Bur‘ges MIFE.Dedpp; dk ;[c1. ;¢ 13y ) and retrieves the inner product L, x;. y[i] =

1 Xj; -

Construction based on one-time pad An e cient FE-based secure aggregation can be
built using one-time pad encryption and a pseudo-random generator, only. The MIFE
scheme from [ACF 18b] de nes the four algorithms (MIFE.Setup, MIFE.Enc MIFE.DKGen
and MIFE.Deq as follows:

" MIFE.Setup( ) ! (pp;msk;fkigiofay) @ Given security parameter , it chooses
prime p and a pseudo-random generatoPRG (Zp;Z) ! Z, as the public parameter
then choosesn user keys at randomk;  Z,8i 2 [n]. Finally it sets the master key
msk = fkigiZ[n]-

" MIFE.Endpp; ki;x;: ) ! ¢ : It rst computes ki PRE&;; ) then c; Xi: +
ki modp
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Figure 3.5: The main operations and communication between parties in MPC-based SA.

~ MIFE.DKGefpp; msk;y ) ! dk

X
dk yi PRE;; ) mod p
8ki 2 msk

" MIFE.Dedpp;dk ;c;y ) ! IP(X ;y):

IP(c;y) dk modp

Analysis: Similar to AHE schemes, MIFE-based SA incurs constant computation and
communication costs per user with respect to the total number of users. A very important
property of these schemes is that they can deal with dynamic users by replacing zero
weights in vector y for the users that do not provide input at timestamp . On the
other hand, the disadvantage of these schemes is that they require an online key dealer
(KD) as a trusted third party to generate the decryption key for each timestamp.

3.4.3 MPC-based SA

Another cryptographic tool used to build secure aggregation protocols is multi-party
computation (MPC). In MPC, keys are not needed to protect user inputs. Instead,
private messages are split into shares and distributed to multiple servers such that
of them can collaborate to reconstruct them. The secret sharing scheme presented in
Section 2.3.1 can be used to construct a secure aggregation protocol.

To design a secure aggregation protocol from MPC, thé&A:Setup phase is not needed
since no keys are generated. In th&A:Protect phase, a user protects its input by splitting
itinto | random shares usingSSS.Shargx;, ;t;1; Zp) wherel is the number of aggregators
and p is the rst prime number such that p nRy . It then sends one unique share
to each aggregator. In theSA:Agg phase, each aggregator locally sums up the shares.
Because secret sharing is additively homomorphic, the sum of the shares will result in a
share of the sum. Finally, at leastt aggregators broadcast thei[bshares of the sum so that
any aggregator can then runSSS.Reconand retrieve the sum ] x;. .

Analysis: An important property of MPC-based SA is that it does not need a trusted

third party since it does not need a key setup phase. Also, MPC supports dynamic
users since it allows any subset of users to participate in the aggregation. This is mainly
because MPC does not rely on secret keys that uniquely identify a user. On the contrary,
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MPC incurs high computation and communication costs since the protection of a user
input involves creating O(nm) shares wheren is the number of users andm is the size of

the input. Furthermore, to distribute the shares, pre-existing secure channels are needed
between the users and the aggregators. The secure channels ensure that each share is
received and accessed only by its destined aggregator.

3.5 Summary of Honest-but-Curious Secure Aggregation

TP No SC Dynamic
required required users

Masking (DC-net) AC11,DA16] PKI O O(n+ m) O(n+m)

AHE [LEM14a,JL13,SCRL1] KD O Oo(m) o(m)

FE [ACF*18b, ABM 20, IT 19] KD o o(m) o(m)
o

n-out-of-n SS[BSMD10, GJ11]
t-out-of-n SS[Sha79] O(nm)  O(nm)

Schemes Comp. Comm.

ON 1 1 )

MPC Encryption

Table 3.2: Table comparing the baseline constructions of the di erent categories of secure
aggregation. T P stands for trusted third party. SC stands for pre-established secure
channels. Dynamic usersproperty shows whether the aggregation can be performed with
a subset of the users, only.Comp. stands for computation cost on users.Comm. stands
for communication cost between users and aggregators1 and m represent the number
of users and the size of the user's input, respectively.

In this chapter, we introduced secure aggregation protocols by de ning their three
phases of execution. Then, we surveyed existing solutions and presented them as
instantiations of our de nitions. We categorized these solutions into encryption-based
solutions (Masking, AHE, FE) and MPC-based solutions and we compared their pros
and cons. We found out that secure aggregation based on MPC can o er less strict
setup assumptions and allow user dynamics. However, this comes at a cost of higher
computation and communication costs. On the other hand, secure aggregation based on
additively homomorphic encryption can perform with much better scalability in terms
of the number of users. However, the latter requires a strong setup assumption where
a key dealer is needed to initialize the protocol. Secure aggregation based on masking
serves as a mid-way between AHE and MPC solutions. Finally, all properties can be
achieved by secure aggregation based on functional encryption, but it requires a very
strong assumption that the trusted key dealer should stay online during the protocol
execution.

This chapter tackled the solutions in the honest-but-curious threat model only.
Unfortunately, the adversary in many real-life applications is more powerful. Therefore,
these schemes provide a good starting point to build solutions that can achieve stronger
and more realistic threat models. In the next chapters, we focus on secure aggregation in
the malicious model and we propose a new secure aggregation protocol.
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Chapter 4

Secure Aggregation in the Malicious
Model

In this chapter, we study secure aggregation protocols when the aggregator and a subset
of the users are considered malicious. We review some of the previous work and then
we propose a new veri able secure aggregation protocol (VSA). We rst formalize the
security de nitions of a veri able secure aggregation which capture stronger security
guarantees than previous work. Then we construct our protocol VSA that satis es these
security de nitions.

4.1 Secure Aggregation with Malicious Parties

In the malicious model, the adversary controlling the aggregator and a subset of the
users may deviate from the protocol steps. This model represents more realistic scenarios
than the honest-but-curious model. For example, in smart grid systems, the adversary
may control some of the smart meters and additionally succeed in compromising the
aggregation server. In such a case, we need to guarantee that the electricity consumption
of honest users remains private. Moreover, we need to guarantee that the adversary is
detected if the aggregation server produces incorrect statistics about the total electricity
consumption.

In general, a secure aggregation protocol in the malicious model involves some
veri cation mechanism to ensure Aggregate Unforgeability in addition to Aggregator
Obliviousness(see De nitions 3.2.1 and 3.2.2). For this purpose, we propose a formal
de nition for veri able secure aggregation protocols which capture both the privacy and
veri ability of the protocol. Moreover, we present in this chapter the rst veri able secure
aggregation protocol (VSA) that meets our de nition.

4.2 Previous Work

Most of the existing work focus either on the malicious aggregator model [LEDM15,
TLB " 21,HKKH21] or the malicious users model [KOB21,CGB17,BLV 21].
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Secure Aggregation against Malicious Aggregator All the solutions in the malicious
aggregator model share the idea of using tags created by the users to authenticate the
sum of the inputs. More precisely, the user sends a tag along with its protected input.
Then, the aggregator adds all the tags to produce a nal tag that proves the correctness
of the sum. There are mainly two types of tags proposed in the literature:

" Hash-based tags: In DEVA [TLB" 21] and VERSA [HKKH21], the authors use
homomorphic hashes [YWHZ18, KFM04] as tags. The problem with the hash
approach is that the tags a need to be authenticated and saved on a public bulletin
board. The public veri er later aggregates the hashes and veri es the sum. This
approach leads to a linear increase in the size of the tags with respect to the number
of users.

" Signature-based tags: In PUDA [LEOM15], the authors modify the SCRCS secure
aggregation scheme (see Section 3.4.2.2) to provide a veri cation mechanism of
the aggregate. PUDA users generates homomorphic tags based on a homomorphic
signature scheme. The homomorphic signature scheme is an extension of the
signature scheme in [Frel2a] to the multi-user setting. The advantage of PUDA
over hash-based tags is the succinctness of the aggregated tag (i.e., constant size
with respect to the number of users). We present PUDA scheme in details in
Section 4.4.1 since it is one of the building blocks for VSA.

The problem with these solutions is that they do not consider the case where one or more
users are corrupted. In such a case, the adversary who controls both the aggregator and
one user can forge a tag for any arbitrary value. Therefore, these solutions are limited to

a few applications.

Secure Aggregation against Malicious Users Another type of secure aggregation pro-
tocols target applications where the user is not trusted. In these protocols, the user
produces a tag that proves to the aggregator that the input is within a valid range. To
generate these tags, Karakoc et al. propose KOB [KOB21] which uses an Oblivious
Programable Pseudo-Random Function (OPPRF) protocol. The protocol runs between
the user which provides its input and the aggregator which provides an upper-bound
value. If the user input is less than the upper bound chosen by the aggregator, the user
receives a valid tag of its input. They build their OPPRF using an OT protocol. More
speci cally, the user and the aggregator perform a secure comparison of their inputs
using - OT executions (" is the bit-size of the input). In each run, the aggregator sends a
masked part of the tag. After executing all the OTs, the user can reconstruct the tag and
unmask it if its input is less than the aggregator's upper bound. This solution ensures
that a malicious user cannot provide out-of-bound input and thus limits their in uence
on the sum of all users' inputs.

Unfortunately, in this solution, the aggregator is trusted to perform the check on
the user inputs. Additionally, in the case of a malicious aggregator, this solution cannot
ensure privacy. Indeed, the malicious aggregator can compute an arbitrary function of
the user input instead of computing the tag. Therefore, this secure aggregation solution
is insecure when the aggregator is controlled by the adversary.
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Secure Aggregation against both Malicious Users and Aggregator There is only one
solution that studies this extreme case where both the aggregator and the users are
malicious. Guo et al. propose a solution [GLL 21] that considers the case where the
aggregator is malicious and it colludes with a subset of the user. However, the authors
assume that the users provide correct inputs. In their solution, the users commit to their
inputs using a homomorphic commitment scheme [Ped92] and send the commitments
to all the other users before the aggregation process starts. After the users receive the
commitments, they send their protected inputs to the aggregator. This solution does not
prevent the adversary from providing bad inputs and changing the sum. Instead, it only
guarantees that the adversary can in uence the aggregation result before knowing the
actual sum of the honest users. Hence, this solution does not provide strong security
guarantees. Therefore, we identify the need for a strong de nition of security for secure
aggregation in the case of malicious parties as a missing requirement.

4.3 VSA - Overview

We aim to build a veri able secure aggregation protocol that ensures bothAggregator
Obliviousnessand Aggregate Unforgeabilityin the malicious model. Thus, we propose
to extend PUDA [LE ©M15] (which is secure in the malicious aggregator model) to
achieve security when both the aggregator and a subset of users are malicious. The main
problem with PUDA is that users are trusted in generating tags for their inputs. Thus,

a malicious user can produce tags for any input and thus compromise the sum while
still having a valid tag. Alternatively, KOB protocol [KOB21] allows the aggregator to
generate the tags instead of the user after privately checking the correctness of the user
inputs. However, this approach requires the aggregator to be trusted. Therefore, our
idea is to involve additional parties in the protocol called taggers. The purpose of the
taggers is to generate user tags. More precisely, each user runs a tagging protocol with
the taggers. If the user input is less than the upper bound set by each tagger, the user
receives a PUDA-like tag. Then, the user continues as in PUDA protocol but instead
of generating its own tag, it uses the tag computed by the taggers. The aggregator
receives the protected input and the tag of each user and nally outputs the sum and
its corresponding tag. In our protocol VSA, the nal tag ensures both, that the users
provided well-formed inputs, and that the aggregator correctly computed the sum.

One challenge in building VSA is building a secure and robust tagging protocol
that even when some taggers (less than a threshold) are malicious, the tag can still be
produced. To build this protocol we use threshold secret sharing to share the tagging
keys among the taggers. Each tagger computes a partial tag using the key share. The
user robustly aggregates the partial tags under the assumption that there is a su cient
number of honest taggers.

One more challenge to deal with is how each tagger privately checks that the user
input is in the correct range. KOB proposes an OPPRF approach for this purpose.
However, this solution is only secure when the tagger is honest-but-curious since it allows
the tagger to compute any function of the user input instead of computing the tag. To
solve this problem, we design our tagging protocol using zero-knowledge proofs to ensure
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correct behavior of the tagger.

4.4

PUDA secure aggregation

Figure 4.1: PUDA protocol. The aggregator is malicious and users are honest.

Leontiadis et al. presented PUDA [LEOM15] as a model for aggregating inputs from
n users using a single aggregator. We describe this model and its properties. Then, we
present the construction proposed by the authors.

441 PUDA model

The PUDA model involves n users, one aggregator, and a trusted key dealer. It consists
of the ve following algorithms:

PUDA.Setul ): An interactive randomized algorithm which on the input of
security parameter , generates public parametergp, an encryption and tagging
key (ek;;tk ;) for user U;, an aggregator keyak, and a public veri cation key vk.

PUDA.Engeki; xi; ) ! ¢: It encrypts the private value x; using key ek; for times-
tamp

PUDA.Tagki;xi; ) ! i : It generates a tag for private valuex; using tagging
key tk ; for timestamp

PUDA.Ag@aK; fciggioppi f iGsiopnpy ) ! (X )@ It aggregates the ciphertext and
the tags of all users for timestamp using the aggregation keyak. It outputs the
sum X and the corresponding tag

PUDA.Verify (vk; X ; ; ) !f 0;1g: It uses the veri cation key vk to verify the
tag of the sum X for timestamp

The authors de ne security using the two notions of Aggregator Obliviousnessand
Aggregate Unforgeability (see Section 3.2). They propose a formal de nition of these
notions using security games AGYPAand AUPYPArespectively'.

LFor the formal de nitions, please refer to the original paper.
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4.4.2 PUDA construction

PUDA construction is based on SCRCS secure aggregation scheme (see Section 3.4.2.2).
It is described as follows:

" PUDA.Setugl ):

The trusted key dealer generates the public parameters: It selects the groups
G1, G2, and Gy (where DDH holds) of prime order p; the generatorsg; 2 G;
and g, 2 G»; a bilinear map e: fG1;G,g! Gr; and a hash functionH ¢ (see
Section 2.4.3). It givespp = (g1;02; G1; G2; G7;€;H®) to all users and the
aggregator.

- The key dealer generates a uniformly random encryption key per usegk; $ Zp.
It sets the aggregation keyak = sizin) €ki. It gives ek; for each user and
ak to the aggregator.

- The key dealer generates a uniformly random key and sends it to all the users.
Then, each user generates a uniformly random kel s Z, and forwards gg
to the key dealer. The user setgk; = (a;hy) as its tagging key.

- The key dealer computesvk, = g3 and vk, = QQ gg =0 > and then sets
the veri cation key as vk = (vky; vky)

" PUDA.Engeki; xi; ):
The user encryptsx; for timestamp as follows:

G (gH®( )™

" PUDA.Taftk i; xi; ):
The user parsesk j=(a;hh) and generates a tag ofk; for timestamp as follows:

(@ He()

"~ PUDA.AgK; fcidgiopnp ' idsiziny ):
The aggregator aggregates the ciphertexts and the tags from each user:

P

Y Y
Voo aHR() =g = (g By
i2[n] i2[n]

b

P
Itthen nds X = ;i by computing the discrete logarithm of V .

~ PUDA.Verify (vk; X ; ; ):

e 10) 2 e(H%( );vk)e(gl ;vkz)
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45 VSA - Formal De nitions

In this section, we present the VSA model and its security properties. VSA is composed
of n usersU = fUqy;::;;Uq0, m taggersT = fTy;::5; Tmg, and one aggregatorA. The
users generate inputs at each timestamp . The taggers are parties that compute the tag
of a user's inputs at a given timestamp. Finally, the aggregator is the party that produces
the sum of all inputs and its corresponding authenticating tag for a given timestamp.
VSA is composed of the following PPT algorithms:

~

VSA.Setup(1 ;t): An interactive randomized algorithm which on input of secu-
rity parameter and thresholdt m, generates the public parametersop, an
encryption key ek; for user U;, an aggregator keyak, a list of n tagging keys
TK = ftk 1j; ;5 tk n;j g (one key per user) for each taggeiT;, and a public veri ca-

tion key vk.

" VSA.En€eki;xi; ) ! ¢: It encrypts the private value X; using key ek; for times-
tamp

" VSATadftkij gi20,5f jgi20:%i; ) ! i : Aninteractive randomized algorithm

which takes an input x;, a higher bound on the inputs , a subset of tagging keys
ftkij gj23;, and a timestamp . It outputs atag .

VSA.Agdak; fciggions f iGsiops ) ! (X )@ It aggregates the ciphertext and
the tags of all users for timestamp using the aggregation keyak. It outputs the
sum X and a tag

" VSA.Verify (vk; X ; ;) !'f 0;1g: It uses the veri cation key vk to verify the
tag of the sum X for timestamp

The main di erence between VSA model and PUDA model is due to the additional
parties called taggers. Moreover, each user's tagging key is distributed to then taggers
and not to the users. Consequently, the tagging algorithm becomes an interactive protocol
between the user and the taggers to produce the tag of the user's input.

451 Correctness of VSA

We require that when all users provide inputs that are less than all the bounds set by the
participating taggers, and when the number of taggers that participate in producing the
tag of each user is higher than a threshold, the veri cation algorithm outputs 1 with an
overwhelming probability. More formally:

8; 8t;8J;;8xj; and 8 j s.t. 12 [n];j 2 Ji;di  [m];jdij t andx; i
VSA.Setupl ) ! (pp;fekig;ftki;j g;ak;vk);

2
PrEVSA.Verify ikox ; )=o YSAENGekixi; )l ¢ 8 2nj;

VSA.Tantki;j g2, o f igi23;Xi; ) ! i 8i 2 [n];
VSA.Agdak; fcigiopnpf iGizpmy )! (X3 )
()
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where is a negligible function.

4.5.2 Security of VSA

We consider that the adversary controls the aggregatorA, a set of taggersTeor T
and a set of userdeor U . We present the oracleOgnctag that we use to de ne the

security games. Throughout the games, we consider that the minimal upper bound value
min = MIiN(f j ggj2(m]) is known to the adversary. .

" Ognctag When queried with a user identi er i, input x, and timestamp , the oracle

rst checks if i and are queried before. If so, it aborts. The oracle computes; and

i asVSA.Engeki;x; ) and VSA.Tadftk i;j Ogjom]:f mins 5 minGi X; ) respectively.
Then, if U; 2Ucqr , it outputs the result ( ¢; ), otherwise it outputs ( ;).

Aggregator Obliviousness (AO) We give a formal de nition of AO using a security game.
Our game is an improved version of AGYPAgame from PUDA [LE ©®M15] that captures
(in addition to the static corruption of the aggregator and some users)the corruptions of
some taggers The game proceeds in three phases:

Setup and Corruption Phase The adversary A chooses the security parameter and
the thresholdt m and accordingly gets the public parameters of the protocobp, the
aggregator's keyak, the veri cation key vk, the secret keys of the parties inUgor (i.€.,
fekigsu, 2u..r ) @nd the secret keys of the parties inTeorr (i€, fTK 8T, 270 )-

Learning Phase The adversary A interacts with oracle Ognctagin polynomial times by
sending tuples(i; x; ) such that for every user identi er i, if U; 2Ucqr , then x

Challenge Phase The adversary A chooses a timestamp that has never been queried,
and a set of non-corrupted userd) (i.e., U \U ¢ = ). It chooses two lists X% and

X1 each corresponds to the inputs for each user iV at . It queries the oracle Opo
with these lists which is de ned as follows:

OAO The oracle is called with the a set of useBU unu CorrPand two Ilst of inputs
(5% Jsuzu and (i;x}; Jsuau such that  guoy XP = guou x It ips a
coin b2 f 0; 1g and returns the ciphertexts and tags of the input (i; x,, )8u oU -

After receiving the ciphertexts fCibggui ou and their corresponding tagsf ibggui 2u S A
submits a guess bitb and wins the game ifb = h.

1This does not a ect the security proof as it gives in a general sense more power to the adversary
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Game 1 Aggregator Obliviousness (AO)

The Learning Phase:

/* A queries the oracle poly-number of times for any i, x, and s.t. Uj 2Ucor and x */
(Ci; i) @) EncTadi;x; )
/* A queries the oracle poly-number of times for any i, x, and s.t. Ui 2 Ucorr */

( i) @) EncTadix; )

The Challenge Phase:

Al U UnuU cor

AlXx 0:.x1

f(cP; P)gsuzu O agxe xt)
Al b 2f0;1g

De nition 4.5.1

Let Pr[AAC] denote the probability that the adversary A outputs b = b. Then,
VSA is said to ensure Aggregator Obliviousness if for any poly-bounded adversary
A the probability Pr[A%°] 1+ (), where () is a negligible function and is
the security parameter.

Aggregate Unforgeability (AU)  We give a formal de nition of AU using a security game.
Our game is an improved version of AlPYPAgame that captures (in addition to the static
corruption of the aggregator) the corruptions of some users and taggers

Similar to the previous de nition (i.e., AO) the game proceeds in three phases. The
Setup and Corruption Phase and Learning Phaseare the same as in AO game. In the
Challenge PhaseA submits a tuple ( ;sum ; ).

Game 2 Aggregate Unforgeability (AU)

The Learning Phase:

/* A queries the oracle poly-number of times for any i, x, and s.t. Uj 2Ucor and x */
(Ci; i) @) EncTadi;x; )
/* A queries the oracle poly-number of times for any i, x, and s.t. Ui 2 Ucorr */

( i) @) EncTadix; )

The Challenge Phase:
Al ( ;sum ; )

The adversary wins the game if it succeeds in forging a valid tag of a sum. In [LEM15],
the authors de ne two types of forgeries. We reconsider these types and add a new type.

" Type | Forgery: VSA.Verify (vk;sum ; ) =1 and the adversary A never made
a previous query with timestamp
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" Type Il Forgery : VSA.Verify (vk;sum ; )P= 1 and A already made queries
with timestamp ~ , however the sumsum 6 g, 5y Xi;

Type Il Forgery : VSA.Verify (vk;sumP; ) = 1 and A made queries with
timestamp , however the sumsum > g, oynuy,, X + JUcorr | min-

De nition 4.5.2

Let Pr[AAY], Pr[A{Y], and Pr[A{\V] denote the probability that the adversary A
outputs a tuple that satis es Type I, Il, and Ill Forgery respectively. Then, VSA
is said to ensure Aggregate Unforgeability if for any poly-bounded adversanA
the probability Pr[AAY]= Pr[AfY]+ PriAfY]+ Pr[A{Y (), where ()isa
negligible function and is the security parameter.

De nition 4.5.2 features stronger security guarantees than PUDA. First, it captures
the Type | and Il Forgeries that represent a corrupted aggregator forcing an incorrect
sum, but this time, even when a corrupted aggregator colludes with corrupted users.
Second, it captures a new type of forgeryType Il Forgery that represents corrupted
users adding invalid inputs to the sum.

4.6 Ideal Functionality for Distributed Tagging Protocol

In this section, we present the ideal functionality FB?Ad‘or the distributed tagging protocol
B?AG VSA.Tag The protocol runs between the user and them taggers. The user

provides an input x and each tagger provides a share of the tagging kely and a bound ;.

The protocol outputs a tag computed by PUDA.Tagk; x; ) if x is less than all the bounds

of the honest taggers. Otherwise, it gets no output. Figure 4.2 shows the functionality
FBTGA@

4.7 VSA - Construction in the F5$icHybrid Model

In this section, we rst present our VSA protocol. Then, we prove its correctness and
that it achieves the security properties de ned in Section 4.5. We describe the protocol
in the hybrid model of the functionalities FQig (Section 2.4.2), F 55, o(Section 4.6), and

Fgg?h;e (Section 2.4.4). Figure 4.3 illustrates a single run of the protocol.

47.1 VSA Scheme

Let be a sampling algorithm that returns a uniformly random tuple of the form

(01; 92; p; G1; G2; G1;€; H®) where G,, Gy, and Gt are groups where DDH holds of prime
order p; g1 is a generator ofGy; @ is generator ofGy; e: fGy;Gog! Gt is a bilinear
map; and H® is a hash function as de ned in Section 2.4.3.

" VSA.Setup(l ;t):
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Functionality F B?AG

FB?AGruns between userU and m taggersT = fT1;:::; Tmg and is parameterized by the
reconstruction thresholdt m of the SSSscheme. LetT, T be the set of honest
taggers such thatjT,j t.

Auxiliary Inputs : The bit size * of the user's input x and the tagger's bound ;. A

function PUDA.Tag Z,% [2] f 0;1g 7' G whereG is a cyclic group of orderp.

~ Upon receiving a messages{d ;input ;x) from U wherex 2 [2] , store x. Then,
send messagesfd ;input ;U) to S.

~ Upon receiving‘a messages{d ; input ;htkij; j) from Tj wherehk i;=(haij;hoij) 2
Zg and j 2 [2] , storehki; and ;. Then, send messages{d ;input ;T;) to S
and continue.

" When (sid ;input ) is received from U and all T;, set tk (a;b) such that
a SSS.Recoff (j; m'] )ggj T, 2Th Zp) and b  SSS.Recoff (j; H]J )ggjj'rj 2Th s Zp).
Finally, check if x ~ minf jggjjr, o7, . If yes, compute PUDA.Tagk ;x; sid #).
If no, set ? . Send (id ;output ; )to U and halt.

2The session id (sid ) is the current timestamp ( sid = )

Figure 4.2: ldeal functionality for a Distributed Tagging Protocol.

- Distributing the public parameters : ‘
The m taggers, the aggregator, and then users queryF csa "*1 and receives
the public parameterspp= (01; &; p; G1; G2; G1;€; H®).

- Distributing the encryption and aggregation keys:
Each taggerT; unlyormly samplesekij $Zp per user (i.e. 8U; 2 U), and

computesak; = su;2u €Kij - It sends to each usetJ; 2 U the kt?:y ek;; and
to the aggregatorak; . Each user computes its encryptionlgeyeki = j2m €Ki
and the aggregator computes the aggregation kegk = =, ak;.

- Distributing the tagging keys:
Each taggerT; queriesFégﬁi‘; n+1 times and receives the shardwai; and the
n shareshhi; for eachi 2 [n]. It sets tagging keystk i = (haij;Haij) 8i 2 [n].
The tagger key isTK = ftk 1;j; 5tk 0.
- Distributing the veri cation keys : P ‘
Each tagger T; publishesvky; = ggai" and vkzj = g, 2™ Each tag-
ger then computes SSS.ExpRecoim]; f vky; ggjz[m];Gz) ' vk = ¢§ and

i2[n]

SSS.ExpReco(im]; fvka;j Ggjom: G2) ! vk = @, and nally vk =

(vk1;Vvk2) is published.

" VSA.Engeki;xi; ) PUDA.Engek;;xi; )
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Figure 4.3: Our veri able secure aggregation protocol. All parties can be malicious and
may collude except a threshold number taggers.

" VSATadftkij gi2a,:f jgi2g:Xis ): |
The user U; (with input x;) and each taggerT; (with input (tki;; j)) query Fivis
The user receives the output  from Fitig

~

VSA.Agdak; fciggiony:f iGsiopny ) PUDA.AQERK; fCidsioimg: f idsizing )

" VSA.Verify (vk; X ; ;) PUDANVerify (Vk; X ;)

4.7.2 Proof of Correctness

The correctness of our construction directly follows from the correctness of PUDA
protocol. To prove this argument, observe that8 , 8t, such that VSA.Setup(1 ;t) and
PUDA.Setugl ), the following holds:

"~ 8xj, the ciphertexts produced by PUDA and VSA schemes are statistically indistin-
guishable sinceVSA.Enc PUDA.Enc

7 8Ji;8xi;8 5 st (Ji MDA )N (X j ), the tags produced by PUDA and
VSA schemes are statistically indistinguishable. This holds because VSA outputs
the result of If\,g%ewhich produces tags computed withPUDA.Tagalgorithm if x; is
less than the minimum bound and a su cient number of taggers participate.

" The aggregation and veri cation algorithms are equivalent: VSA.Agg PUDA.Agg
and VSA.Verify  PUDA.Verify.

4.8 VSA - Security Analysis

We now perform a security analysis of the scheme. To prove that our VSA scheme
achievesAggregator Obliviousnessand Aggregate Unforgeability we rst take a step to
show that both our AO game and AU game can be reduced to ABY®Agame and AUYPA
game.
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Lemma 4.8.1

For any > 0 and poly-bounded adversaryA that statically corrupts Ugr U |, A,
of Teor T s.t.jTj<t (tisthe SSSthreshold ), or any combination of them where
Pr[AAC] % + there exists a poly-bounded adversaryB that statically corrupt
Ueor U andlor A such that Pr[BA°" "} 1+

Proof.

Notice that this reduction is only true when the adversary does not corruptt or more
taggers (Tcorr j <t). To prove this reduction, we construct the adversary B using A.
Let us denote the oracles thatB has access to byOEGRA, Ofsmiy: . OEag and OREPA
de ned in [LE ©OM15]. B proceeds as follows:

1. During the Setup and Corruption Phase Given that the corrupted parties
in Ueorr [ Teorr [f Ag, when A chooses the security parameter and the
threshold t, B queries OEg2 which returns pp, ak, and vk. It then queries
Ofomapt With each user identier i of the corrupted usersU; 2 Ugor which
returns f(eki;tk i)gsu 2u., - B Ssamples uniformly at random a° s Z, and
B s Z, for eachi 2 [n]. Then it computes SSS.Sharga®%t;m; Z,) and
SSS.SharglP; t; m; Zp) for eachi 2 [n]. Itsets TK = f(had;; iij); = (helj; hij)g
for each corruptedTj 2 Tcorr . B givesA the public parameters pp, the veri ca-
tion key of PUDA vk, the aggregation keyak, the corrupted users' encryption
keysf ekiJsu; 2u.. » @and the randomly generated list of sharesTK of the corrupted
taggers.

2. During the Learning Phase When A queries Ognctag B returns the values from
History if the user identi er and timestamp were previously queried. Otherwise,

" If Uj 62 Wby : it queries OFRHagWith (i;x; ) and gets(cy; ; v ), saves it
to History and sends ; to A.

“If Ui 2 Ugorr and x min: B computesPUDA.Taftki;x; )! i, saves ;
to History and sends ittoA.

T If Uy 2Ugr and x> pinitsets | ?  saves  to History and sends it
to A.

3. During the Challenge Phase When A queries OapWith some parameters,B
queries OL8PAwith the same parameters then gives the result toA and outputs
what it outputs.

In this reduction, the di erence between A's simulated view (by B) and A's real view
(when it plays the real game) is only the tagging keys' shares of the corrupted taggers.
SinceA does not see a su cient number of shares (becausf ¢orr j < t), the shares from
both views are indistinguishable (see Security de nition of Shamir's secret sharing in
section 2.3.1). Therefore, ifA outputs b = b (wins VSA AO game) with a probability
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% + , B will also output b = b (win PUDA AO game) with the same probability.

This proves the lemma.

Lemma 4.8.2

For any > 0 and poly-bounded adversaryA that statically corrupts Ugr U , A,
or Teor T st jTj<t (tisthe SSShreshold ), or any combination of them where
PriAfY]1+ PriAfY there exists a poly-bounded adversaryB that statically

corrupt A such that Pr[BAY™""}

Proof.
Notice that this reduction is only true when the adversary does not corruptt or more
taggers (Tcorr j <t). To prove this reduction, we construct the adversary B using A.
Denote the oracles thatB has access to byOS¢n and OF ¥4, de ned in [LE OM15].
Notice that B does not have access to oracl®fgry since in PUDA the aggregator
is not allowed to collude with the users. However,B should provide A with the
encryption keys of the corrupted users. It turns out that B can simply generate a
random encryption key for each user and use that key to produce ciphertexts instead of
using OFL¥5, (B needsOELF;, to only produce the tags). In more detail, B proceeds
as follows:

1. During the Setup and Corruption Phase Given the corrupted parties are
Ucorr [T cor [f Ag, B queries OEgD which returns pp, ak, and vk. It then
samples tf}g user encryption keys uniformly at random for all usersk; sZ,
such that ~ itk = ak. It also samplesa® s Z, and i s Z, uni-
formly at random for eachi 2 [n]. Then it computes SSS.Sharga%t; m; Z,) and
SSS.SharglP; t; m; Zp,) for eachi 2 [n]. Itsets TK = f(hadj; nij); = (haldj; hlij)g
for each corruptedT; 2 Teorr . B gives A the public parameters pp, the veri ca-
tion key of PUDA vk, the aggregation keyak, the randomly generated encryption
keys of the corrupted usersfrkgsu,2u.,, » and the randomly generated list of
sharesTK of the corrupted taggers. B maintains a list History of the queried
ciphertexts and tags.

2. During the Learning Phase When A queries Ognctag B returns the values
from History if the user identi er and timestamp where previously queried.
Otherwise,

"I X min: B queriesOEsRR With (i;x; ) and gets(c; ). B computes
®  VSAENgrki;x; ), saves(c®, ) to History and sends ittoA.

" If x> min: B computesc®  VSA.Engrki;x; ), saves(c’;?) to History
and sends it toA.

3. During the Challenge Phase B outputs what A outputs.
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In this reduction, the di erences between A's simulated view (by B) and A's real
view (when it plays the real game) are: (i) the encryption keys of the corrupted
users, (ii) the tagging keys' shares of the corrupted taggers, and (iii) the ciphertexts
received from the oracles. The tagging keys' shares are statistically indistinguishable
in both views as shown in the previous proof. Similarly, the encryption keys are chosen
uniformly randomly as if they were generated by the setup algorithm. It remains to
show that the ciphertexts received from the oracles are indistinguishable in both views.
In both views, the ciphertexts are generated by randomly generated encryption keys.

Additionally, they both satisfy the relation Qiz[n] G =(g i2[”]X')H( ) 2 thus, they
are statistically indistinguishable.

We conclude that the simulated view of A (by B) and the real view of A are
statistically indistinguishable. Hence, if A succeeds in producing arype | or Il
Forgery with probability then B succeeds with the same probability. This proves the

lemma.

Corollary 4.8.1

For any poly-bounded adversaryA that statically corrupts Ugorr U ,A,0r Teorr T
s.t. jTj <t (tisthe SSSthreshold ), or any combination of them, VSA achieves
Aggregator Obliviousnessunder the decisional Di e-Hellman (DDH) assumption in

G; in the random oracle model andFB?AlGhybrid model.

Proof.
Since PUDA ensures aggregator obliviousness under the DDH assumption iG;
in the random oracle model, and since our AO game reduces to A®PAgame (see
Lemma 4.8.1), we can conclude directly that our scheme also ensures aggregator
obliviousness under the decisional Di e-Hellman (DDH) assumption in G; in the

random oracle model andF B%&Ghybrid model.

Corollary 4.8.2

For any poly-bounded adversaryA that statically corrupts Ugorr U ,A,0r Teor T
s.t. jTj<t (tis the SSSthreshold ), or any combination of them, VSA scheme
achievesAggregate Unforgeability against a Type | Forgery under the BCDH as-
sumption in the random oracle model andF 5<Achybrid model.

Proof.
Since PUDA ensures aggregate unforgeability againstype | Forgery under the BCDH
assumption in the random oracle model, and since our AU game reduces to AYPA
game (see Lemma 4.8.2), we can conclude directly that our scheme also ensures
aggregate unforgeability againstType | Forgery under the BCDH assumption in the

random oracle model andF B%Ghybrid model.
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Corollary 4.8.3

For any poly-bounded adversaryA that statically corrupts Ugor U ,A,0r Teor T
s.t. jTj<t (tis the SSSthreshold ), or any combination of them, VSA scheme
achieves Aggregate Unforgeability against a Type |l Forgery under the LEOM
assumption in the random oracle model and:S%iGhybrid model.

Proof.
Since PUDA ensures aggregate unforgeability againstype Il Forgery under the
BCDH assumption in the random oracle model, and since our AU game reduces to
AUPYUPAgame (see Lemma 4.8.2), we can conclude directly that our scheme also ensures
aggregate unforgeability againstType Il Forgery under the LEOM assumption in the
random oracle model andFB%iGhybrid model.

Theorem 4.8.1

For any poly-bounded adversaryA that statically corrupts Ugor U ,A,0r Teorr T

s.t. jTj<t (tis the SSSthreshold ), or any combination of them, VSA scheme

achievesAggregate Unforgeability against a Type |l Forgery under the LEOM
. . t;Gl .

assumption in the random oracle model andF gtaAghybrid model.

Proof. b
Let us assume that sum > 8U;2UnUcoy Xi:  + IUcorr ] min-  This gives us
that 8U; 2Ucor Xi: > jUcorr ] min- Notice that in this case the probability

that VSA.Verify (vk;sum ; )= 1 is Pr[AfiY]. Now observe that to have
8U;2Ucor Xii > JUcorr ] min there exists at least onex;; > min. Let Ugorr 6
be the set of users that their user identi ers were queried withx;; > yin. Ob-
serve that VSA.Tagreturns ? when run with input x > .. Therefore, the or-
acle OgncTag reE,Jrns i =? (no ouf:put) for all queries (i;x; ) where U; 2 UQO”.
Let sum? = " gyounug, Xi *  suaug, X§  such that sum & sun? and
xif;’ > min 8Ui 2 Ué’o,r . The oracle Ogncrag returns the same result (i.e., ?) for
both queries (i;x;; ; ) and (i;x? ; ) 8U; 2 U, . Thus, we can deduce that
Pr[VSA.Verify (vk;sum ; )y=1] ' Pr[VSA.Verify (vk;sun? ; ) = 1]. There-
fore, Pr{AfiY]1= Pr{Af\V].
By relying on Corollary 4.8.3, we conclude that our scheme ensures aggregate

unforgeability against Type Ill Forgery under the LEOM assumption in the random
oracle model andF,gTGAlGhybrid model.

4.9 Realization of Distributed Tagging Protocol

In this section, we show how to build the protocol B({’AG VSA.Tagthat realizes the
functionality FBTGA@, To build this protocol, we rst propose a tagging protocol %

53



Chapter 4. Secure Aggregation in the Malicious Model

Figure 4.4: Overview of the tagging and distributed tagging functionalities

with ideal functionality Fygthat runs between one user and one tagger only. The ideal
functionality F-£,5is shown in Figure 4.5. Notice that F&,gis very similar to FB?AG(With
one tagger) except that the adversary inF$,is allowed to perform a selective failure
attack (i.e., choose to abort the protocol on certain inputs from the honest user). Given
the functionality, F&,g the protocol B?AGis de ned in the FE&shybrid model as shown
in Figure 4.6.

Theorem 4.9.1

Protocol p3agUC-realizes the functionality F 5vagin the FS,shybrid model under
static corruption if the number of corrupted taggers jTeorr j <t and jTeorj<m t
(eg., fort = B, it is su cient to choose jTeor j < 3).

Proof.

To prove the theorem we build a simulator S that runs in the ideal world and interacts
with FSTGAGand Z. It simulates for the adversary A the interaction with the non-
corrupted parties and Z. We consider three dierent cases depending on which
parties A corrupts. In each case,S runs internally an instance of A. It simulates the
interaction with Z by forwarding the messages sent fronZ to A and vice-versa. It
simulates the interaction with the protocol parties based on a well-de ned strategy
described in what follows.

Case 1:A corrupts U

Observe that U only interacts with I‘—‘\%\G Thus, S simply forwards the messages
betweenA and F'$,gand vice-versa. Hence, the simulated execution o and the real
one are identical. Additionally, the honest parties do not get any output. Therefore,
we proved that 5%, JUC-realizes the functionality F5S,.in the F&,shybrid model if
A corrupts only U.

Case 2:A corrupts Teor T

Observe that eachT; 2 Tcor sends a message tdif\%\e only and receives noth-
ing. So S simply forwards the message fromA to F&, Hence, the simulated
execution of A and the real one are identical. We only need to show that the
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Functionality F&q

F& sruns between userU and a tagger T and is parameterized by the functionf and
the reconstruction threshold of the SSSschemet m.

Aucxiliary Inputs : The bit size * of the user's input x and the tagger's bound j. A
function PUDA.Tag Zg [2] f 0;1g 7! G whereG is a cyclic group of orderp.

~ Upon receiving a messages{d ;input ;x) from U wherex 2 [2] , store x. Then,
if the T is corrupted, sepd messages(d ; input ;U) to S and receive the message
(sid ;ok; )where : [2] 7! f0;1g. If (x)=0 abort, otherwise, continue.

" Upon receiving a messages{d ;input ;k; ) from T wherek 2 Zg and 2[2],
storek and . Then, if U is corrupted send messages{d ;input ;T) to S.

- If S sends 6id ; abort ), send abort to all parties and abort.

- If S sends 6id ; ok), continue.

" When (sid ;input ) is received fromU and all T;, compute PUDA.Tagk; x; sid ).
If no,set ? . Send (id ;output ; )to U and halt.

#The session id (sid ) is the same as the timestamp (sid = )

Figure 4.5: Ideal functionality for a Tagging Protocol.

Protocol  E%ac

E(T;AGruns between userU and m taggersT = fT1;:::; Tmg and is parameterized by the
reconstruction threshold of\ the SSSschemet m. )
Inputs: User's input x 2 [2] and taggerT; input hki;=(haij;Hoij); j 2 Zg 2] .

" User U initializes an empty set then interacts with each tagger T; as follows:
- U sends 6id ;ssid ;input ;x) to FSg
- T; sends 6id ;ssid ;input ;hkij; ;) to F&g
- U receives 6id ;ssid ;output ; ;) from If\%‘;AG(or the sub-sessionssid aborts).

If ; 67?,add(j; j) tothe set

" 8Jk s.t. JJkj = t, U computes SSS.ReconEX(f (j; j)dg(; ;)23,;C) ! . The
user outputs majority (f Eggkz[(t)]).

Figure 4.6: Distributed Tagging Protocol in F&,shybrid model.
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output of the honest parties (the user since it is the only party that gets an out-
put) is identical in both worlds. In the real world, the user outputs RreaL
majority (f EQSKZ[(;)]) where ! SSS.ReconEXx(f (j; j)Js: 1)23¢; G). In the ideal
world, the user outputs pear  PUDA.Tagk ; x; sid ) where tk (a;b such that
a SSS.Recoff (j; I‘HIJ )ggj T, 2Th > Zp) and b SSS.Recoff (j; Hjj )ggjjTj 2Th s Zp).
Thus, we need to show that peaL= REAL

Notice that T, = T nTeorr . Thus, for jTeor j <m  t, we havejT,j >t and thus

ipeaL = (f)2H ( )P wheregi;H( ) 2 G.

In the real world, | = (gX)™iH( )™ 8T; 2 T,. So, we have for each {
SSS.ReconEX(f (j; j)ds(; ;)29,:G), whereJx T h, 2=(g{)®H( )°= ipeaL (from
Lemma 2.3.2). SincejTj > t, then jTthj > 1. Hence, the number of 's that
are equal to |pgaL are more than one. On the other hand, sincgTgorj < t, for
each Ji, we havePr[ 2 = D 6 pea] ' O (from De nition 2.3.2). Therefore,
Pr[majority (f EQSkz[(;)]) 8 peal' O. This proves that pgar= RreaLand conse-

quently we proved 55,cUC-realizes the functionality F5eagin the F&shybrid model
if A corrupts Teor T andTeorj <t andjTeorj<m t.

Case 3:A corrupts U and Teorr T
Similar to the previous two cases,S will forward messages betweed\ and If\PAG Hence,
the simulated execution of A and the real one are identical. Additionally, the honest
parties do not get any output. Therefore, we proved that E(T;AGUC-realizes the
functionality FB?AGin the F&,shybrid model if A corrupts U and Teorr T .

We nally deduce that, if jTeorj <t and jTeorj < m t, IDEAL °

EXEC:;¢ ., ., which proves our theorem.
DTAC'BA’Z

G .q.
DTAGS’Z

4.9.1 Realization of The Tagging Protocol

The ideal functionality of the protocol $,g(depicted in Figure 4.5) computes the tag
PUDA.Tatk = (a;b):x; )= (g®)*H( )P if the user input x is less than a bound chosen
by the tagger.

For illustration purposes, we rst present a version of the protocol that is secure in
the honest-but-curious (HBC) model (the user and the tagger follow the protocol steps).
Next, we present our $,gprotocol and prove that it UC-realizes F&,gin the malicious
model.

Tagging Protocol in the HBC model

The user generates a uniformly random valuer s Z, and computes P=(g*)" and
Q=H{( )" then sendP and Q to the tagger. The tagger computesE = P2QP. Notice that
the user now can obtain the tag fromE by computing = Ef. To prevent the user from
obtaining the tag if its input x > , the tagger does not senckE to the user. Instead, it
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runs a garbled circuit protocol as described in Section 2.4.6 with the functiorf € :

E ;ifx

E =
F=(x) ? ;otherwise

This protocol is only secure in the HBC model since a malicious user may compute the
tag on a valuex > , then evaluate the garbled circuit on a di erent value x° . On the
other hand, a malicious tagger may garble any arbitrary functionf ®and thus in uence
the protocol to output f {x) instead of

Tagging Protocol $,gin the malicious model

To correctly realize the protocol $,gin the malicious model, we need the tagger to
ensure that the tag is evaluated on the same input used to evaluate the garbled circuit.
Additionally, we need the user to ensure that the garbled circuit is evaluating a tag of
data point x.

To solve the rst issue, we propose to modify the OT protocol used in the garbled
circuit protocol. The goal is to use the messages sent by the user in the OT protocol
to evaluate the tag directly. By reusing these messages, we make sure that the tag is
computed on the same input used to evaluate the circuit.

To solve the second issue, we use a zero-knowledge proof of knowledge of language
RTag (see Section 2.4.7) to verify the result of the protocol. The details of the protocol
are described in Figure 4.7.

Theorem 4.9.2

Protocol $,gUC-realizes the functionality F&,gin the F&-hybrid model under
static corruption and under the Inv-DDH assumption in G.

Proof.

To prove the theorem we build a simulator S that runs in the ideal world and interacts

with F&gand Z. It simulates for the adversary A the interaction with the non-

corrupted parties and Z. We consider two di erent cases depending on what partiesA

corrupts. In each case,S runs internally an instance of A. It simulates the interaction

with Z by forwarding the messages sent fronZ to A and vice-versa. It simulates
the interaction with the protocol parties based on a well-de ned strategy described in
what follows.

Case 1:A corrupts the user U

1. S rstchooses =2 1 (largest bound possible). It garbles the circuit similar to
an honest taggerF; f12;g;15,,  GC.Gri{l ;f ) 8i 2 ['];8b2 f 0; 1g and samples
value ; $ Zp uniformly at random. It sends the message ¢id , ;A = g ;F)
to A and waits for A% response.
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Tagging Protocol  $5g
User (X = Xgjj:jjx+) Tagger ;k=(a;b
Fifligilow  Grb(d ;f )
8i 2 [];8b2f 0; 1g
A =g F $Zp;  $Zp
rsZp; $Zp j “b
828201 = (i 2
B, A<"'gi8i2[]
i G(ap (A1) 8 2]
P, B 8i2[]
Q H()
fBi;Piggi2r: Q
1(81:P)G2r1i (M Q) = Ryt FBiPG2 i (H( )i Q)
ittt ol 1 ] G ;
witness = r True
! Gfap,)(Bi)8i2[]
Bi . .
P Ghs () ) 8211
¢ Enco(I?)8i2[]
o3 Enc‘l(l;;i)Si‘Z [
P (g ~.(P)* )"
E P2Q°
C Enqém(E)
f(Clp;Cilgsm[‘];C
X" Dec, (") 8i 2]
lot  Eval(F;f |§;?H Gsi2r])
E Dqueus[(C)
,,,,(gir,;gjl?),,,} RTag (P;QE)
. FZK €=
True witness = (a; b)
return Er

Figure 4.7: Tagging Protocol in F 3-hybrid model. Black text is the GC part and Blue

text is the modi cations. Recall that timestamp
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2. When A sends the messages{d ,f Bi; Piggio[1; Q), S starts internally Sy, (de-
ned in Lemma 2.4.1). It handles the OT receiver's messageB;) and the random
oracle G® queries toSyey . Srev eXxtracts the receiver's choicex"' and sends it out
to S. S repeats the process for every 2 [']. Hence, S extracts the user input x.

3. When A sends the messages{d prove (f(B2PIGi2ry: (HEQY);r) to FRDL .
S checks ifH®%=H (sid ), Q=Q, Bi=B2 and Pi=P?8i 2 ['], and the relation
Rg! hold, and send &id ;abort ) to FTAG if any of the checks fail. If the
values are valid and the relationR 5 holds, then S sets = - - and checks if

1(B )2' ' = (g )*g . If this equality does not hold, this meansA chose |
such that ( i 2 1)6 . Inthis case,S sets the valuebad_input =1 and
continues.

4. S sends the messages{d ;input ;x) to F&,zand receives id ; output ; ). S com-
putes:

-~ 0 Glag y(Bi) 8i 2],
b Ghagy (B )8i2T]
" Encio(lx;i) 8i 2]
~ct Encil(l)%;i) 8i 2]
Then, S computes:
" if  =7?,samples” s$f0;1g and E $ G then computesC  Enc (E).
" if 67? andbad_input =0, setsE = " then computesC Enqém(E).
" if 67 andbad_input =1 setsE $G then computesC Enq%ut(E).

S nally sends (sid ,f (c?; ¢! ggio}; C) to A.

5. (Proceed to this step only if 6?). When A sends 6id ,(P% Q®E9) to FAl™,
if P&=g™, Q%=Q, and E%E, and the relation Rag holds, S sends 6id ,True)
to A, otherwise send 6id ,False) to A and (sid ;abort ) to F&g

In this simulation, the di erence between the simulated execution of A and the
real one is in the generated garbled circuitF and in the ciphertext C. We argue that
both values are indistinguishable between the real world and the ideal world.

Indistinguishability of the simulated garbled circuit F: The simulated garbled circuit is
garbled from the function f '°EAL where |pgaL = 2 1 The only di erence is in the
value of . However, the security of the garbled circuit scheme (see [Ya086]) guarantees
computational indistinguishablity between these two circuits.
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Indistinguishability of the simulated ciphertextC: There are three di erent cases in
our simulation:

Case (i)when =7?: This means that A's input X is greater than rga(input

of the honest tagger). In this case, the adversary in the real world will not be
able to decrypt the value of C since it will not obtain 13, from the evaluation

of the garbled circuit (A will obtain 13, sincex 6 grea). Hence the ciphertext
C in the ideal world which is encrypted by a random key" is computationally

indistinguishable from C in the real world based on the security property of the
encryption scheme (see De nition 2.3.5 and De nition 2.3.7).

Case (i) when 67? and bad_input = 0: In the ideal world, the value of C
is the encryption of " with 13, where is the output of Ffygand r is the

randomness chosen byA (extracted from the FZRKDLl message). In the real world,
the value of C is the encryption of E with 1, where E = P2QP. We have
P=(g Qi(Pi)z' Y=g =g* (since =r whenbad input =0).
Additionally, Q = H( )", so we haveE = (g™)2H( )® = . Hence, the values
of C are identical from both worlds.

Case (iii): 67 and bad_input = 1: In the ideal world, the value of C is
the encryption of EpgaL With Icl,ut where EpeaL is chosen uniformly random
in G. In the real world, the value of C_is the encryption of Egrgai with Icl,ut
where Egrgar= P2QP. We haveP = (g Q\l(Pi)2i " = g™ 8 g* (since

6 r whenbad_input =1). So we haveErga = (grx = Y2H ( )™. Notice
that Z does not know which is chosen uniformly random inZ,. We can write
the value of Erga = g&* 1H( )% wherec; = arx, ¢ = b(r ) 6 0 (since
r 6 ), and c3 = rb are three values chosen by . Let us assume thatZ
can distinguish EreaLfrom E pga. With a non-negligible probability given only
g;9 2Gand 2f0;1g . We show that we can solve the Inv-DDH problem (i.e.,
given the tuple (g;g¥;g?) tell of gZ = g* ') using Z. For a tuple (g;:g%;g?)
query Z with (g;9 =g*,EreaL= g% (g%)%2H( )%). Hence, the values ofC
are computationally indistinguishable from both worlds under the Inv-DDH
assumption.

This proves that $,gUC-realizes the functionality F&,gin the FR-hybrid model
under the Inv-DDH assumption in G if A statically corrupts U.

Case 2:A corrupts the tagger T

1. When A sends the messages{d , ;A = g ;F), S choosex=1 (smallest input
possible) and proceeds similarly to an honest user to computeB; ggio1; f Pidsiz g,
and Q. S sends 6id ,fBj;Pigsio; Q) to A.
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2. S sends the messages(d ,prove,(f (Bi; Pi)giop: (H(sid ); Q));r) to FZRKD+L1 and

+1
waits for A to sends 6id ,(f (B PAgi2p; (HQY)) to FROU . 1f HEH (sid),
Q%=Q, B;=BY and P;=P? 8i 2 [], and the relation Rg' holds, S sends
(sid ,True) to A, otherwise send 6id ,False) to A and (sid ;abort ) to F&g

3. When A sends the messagesid ,f (CiO;Cilggiz[‘]; C), S starts internally Sgng (de-
ned in Lemma 2.4.2) and handles the OT sender's messaga = g ,(c%; c¢l), and
the random oracle G® queries t0 Sgng. Ssng €xtracts the sender's input(lf(’;i ;I){;i)
and sends it out to S. S repeats the process for every 2 [']. Hence,S extracts
all the input labels of the garbled circuit fIE;i Osi2[J:b2f 0:1g- THeN, S evaluates
the garbled circuit F on all possible values of 2 [2] using the labels and uses
the output label to decrypt C and obtain E. If this operation fails for any x, S
sets (x)=0, otherwise (x)=1. S nally sends (sid ;ok; )to F&g

4. When A sends 6id (P2 Q% EY; (a;b)) to F5l™, If P%P, QB Q, andE%E, or
the rglation RTag does not hold, send §id ; abort ) to F?AG Otherwise, S chooses
=2 1 and then sends the messagesid ;input ;k = (a;b); ) to F&g

In this simulation, the di erence between the simulated execution of A and the
real one is only in the choice of the inputx = 1. As a result, the only messages that
are dierent are Bj and P; ;8i 2 [']. Recall that B; is the OT message de ned in the
OT protocol in Section 2.4.5. By relying on the UC proof of [HL17] (when simulating
the corrupted sender), we can show thatB; are computationally indistinguishable
from both views under the CDH problem. The indistinguishability of P; follows
directly since P; = Bl and r is chosen uniformly random inZ,. This proves that $,g
UC-realizes the functionality F&,5in the F&-hybrid model if A statically corrupts T
under the CDH assumption.

We nally deduce that, IDEALF%A.S;Z ° EXECq, .a;z under static corruption and
under the Inv-DDH assumption which proves our theorem.

4.10 Conclusion on Veri able SA

In conclusion, we proposed a new formal de nition for veri able secure aggregation
protocol. Our new de nition captures the privacy of the user inputs and the veri ability

of the aggregation result in the malicious model. Moreover, we presented VSA protocol
and proved that it satis es these security guarantees. VSA improves PUDA protocol
which originally provides a veri cation mechanism against a malicious aggregator. VSA
extends it by generating the PUDA tags using a distributed tagging protocol. Our
distributed tagging protocol runs between a user andm taggers. It guarantees that an
honest user receives a valid tag of its input and that a malicious user receives nothing.
Thanks to this tagging protocol, VSA guarantees that an adversary controlling the
aggregator and few users cannot compromise the aggregation result.
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Chapter 5

Privacy-Preserving Federated
Learning with Secure Aggregation

In this chapter, we study federated learning, one of the recent technologies used in loT
platforms. We speci cally discuss its limitations in terms of privacy and we propose to
improve its security using secure aggregation. For this purpose, we study all existing
solutions that integrate secure aggregation within federated learning and we regroup them
based on the speci c challenge they tackle. We nally derive some takeaway messages
that would help for a secure design of federated learning protocol and identify research
directions in this topic.

5.1 Introduction to Privacy-Preserving Federated Learning

With the recent advancements in information technologies, machine learning techniques
take a substantial part of data processing. Machine learning is a set of techniques that
uses real data (e.g., measurements) to improve the accuracy and performance of existing
systems [Mit97]. These techniques aim to develop the so-called machine learning models
by learning to perform some well-speci ed tasks. This operation is known as training
machine learning models on collected data. As a consequence, data becomes the most
important resource for such systems to achieve better accuracy.

In the case of loT platforms, machine learning is an essential technique to improve
their business targets. 10T platforms collect data from IoT devices and process them
using machine learning techniques. Lately, these loT platforms started to collaborate
with each other to train better machine learning models. However, they cannot simply
share their collected data due to privacy reasons. Thus, federated learning technology
emerged as a privacy-preserving technique to train on private datasets from multiple
sources.

The term federated learning (FL) was initially introduced by McMahan et al.
[MMR " 17] and refers to a technology that enables training machine learning mod-
els on data from di erent sources without the need to store the data at a central location.
Federated Learning is performed in several rounds witm clients and a server. A FL
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Figure 5.1: One federated learning round with three FL clients and one server.

client i (the loT platform in our case) holds a dataset D;. In the beginning, the FL
server initiates the same modelM for all clients. At each FL round, the client i receives
the model M from the server and trains it on D; which results in the trained model
M; . The client sends the updated model to the server. The FL server aggregates the
trained models received from clients by averaging them and then sends the and sends the
aggregated modelM *! back to the clients. Once a client receives the aggregated model,
a new FL round starts where clients and the server repeat the steps. FL stops when the
aggregated model converges. Figure 5.1 illustrates one FL round.

The main goal of FL is to protect the privacy of the local data while still being able
to use them for training public models. This technology provides a great advantage
over other techniques that try to achieve the same goal (eg., training on encrypted
data [VNP 20, HTGW18, WGC19, DGBL " 16, WTB* 20]). The latter adds a large
computational overhead since it involves encryption of the inputs then performing complex
computations on encrypted data. FL requires less computation as it only involves the
averaging operation at the server.

While FL is proposed for privacy-protection purposes, it lacks a formal guarantee
of privacy. For example, adversaries who have access to the training results sent from
each client to the server might be able to infer a training sample from a client's private
dataset. Many types of inference attacks on FL are investigated and researched in
[MSDCS19,ZLH19,LHCH20,NSH19]. One of the solutions to mitigate these inference
attacks is secure aggregation. In this chapter, we study the use of secure aggregation
to perform the averaging operation in federated learning. To better understand the
integration of secure aggregation in federated learning, we study the speci ¢ requirements

66



Chapter 5. Privacy-Preserving Federated Learning with Secure Aggregation

and characteristics of federated learning compared to the legacy application of secure
aggregation. Additionally, we survey all 37 existing solutions that propose to do this
integration and we regroup them based on the specic challenge they tackle. As a
result, we identify the limitations and gaps in the literature and present them as a set of
take-aways.

5.2 Characteristics of Federated Learning

Federated learning has a wide range of use cases and applications. These applications
di er based on the scale of federation, the partitioning of the training data, and the
learning algorithm used in training.

5.2.1 Scale of Federation

Two types of FL exists with respect to the scale of federation: Cross-silo FL and
cross-deviceFL [KMA *19].

~ Cross-silo Scenarios (X-Silo): A small number of powerful users host the data.
These often have decent computational power with a reliable and high bandwidth
network connection.

" Cross-device Scenarios (X-Device):It involves a large number of users. These users
often correspond to end-devices with moderate computational power. In many
applications, these devices directly interact with end-users from which they collect
data.

5.2.2 Partitioning of the training data

There exist three categories of data partitioning [YLCT19, LWH19,DP21]: Horizontal
partitioning , vertical partitioning , and hybrid partitioning .

" Horizontal Partitioning: Each FL client holds a set of complete training samples.
Each sample contains all the training features and the corresponding label. Hence,
each client can train a local model on these samples.

~ Vertical Partitioning: A client may hold part of the features of each training sample
while the other parts might be held by other FL clients. In this FL type, the clients
are not able to locally train a model without collecting the missing information of
each sample from other clients.

~ Hybrid Partitioning: A hybrid partitioned dataset is a combination of horizontally
and vertically partitioned datasets.

Secure aggregation is only suitable to FL based on horizontally partitioned datasets since
those based on vertically partitioned datasets require more operations than just summing
the clients' updates. In this thesis, we only consider horizontally partitioned datasets

since it is the most realistic case in real-life applications.
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5.2.3 Learning algorithm

The most used learning algorithm for horizontal FL is Federated Averaging[MMR * 17],
which is based on Stochastic Gradient Descent (SGD) [iIA93]. SGD is an iterative
algorithm used to train a model on a dataset (i.e., nd the best weights of a model that
can t the dataset). At each SGD step, client i uses modelM and a loss functionf to
compute gradient g, from the values in its datasetD;:

X
g = f(M Dj)= f(M ;xy)
(xy)2Dj

Then, the gradient is used to update the weights of the model with learning rate
M; =M g; ). The FL clients send their new trained model M; to the FL server
who aggregates them:

n
+1 1Mi

M

Finally, each FL client obtains the aggregated modelM *! and starts a new federated
learning round.

5.3 Privacy of the Datasets in Federated Learning

An adversary having access to the model updatd; sent by clienti can perform inference
attacks. These attacks allow an attacker to retrieve some private information about the
client's datasets. Based on the type of private information, there exist three categories of
inference attacks:

~

Membership Inference Attacks [SSSS17a,NSH19]The attackers learn whether a
speci ¢ data record is part of the training dataset or not.

Reconstruction Attacks [DNO3,WLW ™ 09]: The attacker learns some of the attributes
of a record in the dataset. These attacks are also known as model invasion
attacks [FJR15].

Data Properties Inference Attacks [AMS" 15, GWY " 18]: The attacker learns global
properties of the training dataset, such as the environment in which the data was
produced.

All these attacks show that federated learning is not su cient to preserve data privacy
when used alone. To mitigate these attacks, it is crucial to protect the model updates
sent by the federated learning clients while still being able to compute their aggregate.

5.4 Existing Secure Aggregation for Privacy-Preserving Federated
Learning

Secure aggregation schemes aim to prevent inference attacks by hiding the model updates
from any potential adversary. Based on the de nition given in Chapter 3, it involves two
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Figure 5.2: A secure aggregation protocol integrated into federated learning. The secure
aggregation protocol ensures that the aggregators do not learn anything about the clients'
locally trained ML models except their aggregate.

main players (i.e., usersU and aggregatorsA) which execute the three SA phases (i.e.,
SA:Setup, SA:Protect, and SA:Agg). The users correspond to the FL clients and their
inputs in each round are the locally trained model weights M; ). On the other hand,
the aggregator (or the set of aggregators) acts as the FL server. Any secure aggregation
algorithm consisting of the three de ned phases can be used for running a secure version
of the FL protocol. To run FL with secure aggregation, SA:Setup phase is performed
before the training starts. Then for each FL round , client U; trains its model on its
local data and obtains the modelM; . It then runs SA:Protect to protect the locally
trained model and sends it to the server. Finally, the server runsSA:Agg after it collects
all protected trained models. As a result, the clients get the aggregated model and starts
a new FL round. Figure 5.2 shows the components of secure aggregation integrated in
federated learning.
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